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1. INTRODUCTION

SmartSwarm 351 is an 0T Gateway appliance powered by B+B SmartWorx Smattvaohogy. It is intended
for use in applications where users need to pass data from legacy Modbus RTU installations into an 10T platform or
FLILX AOFGA2Yy S odzi 6K2 OFyQli G2tSNIGS Fye RA&ANMHzZLIIA2Y (2

~SmartWorx Hub MQTT Broker

S .g f’ MQTT subscriptions <~ .. : B
Device management ‘ MQTT publishes
via Cellular or Ethernet ‘ via Cellular or Ethernet

® SMARTBWARM W
500 Sen

-
AN

5 o ok

N N O
B |l.\!| ﬂ g
~ III L] Cpe
5

0

Modbus RTU eavesdrop
via RS485 or RS232

+ | ° e - *
Master | 3 L5 | S [ 3
‘ _ Existing Modbus network 7 I
+- + -
Slave 1 e e 2RI E Slave N

L 2

Analogue & Digital I/O

Using the otion of protocol eavesdropping to neintrusively extract base data from the messages being sent
between the existing master and slave devices in a Modbus network, it leverages the fgetudata enrichment,
filtering and aggregation capabilities ofettsmartSwarm software stack to produce evdritren, semantically
searchablegcontextualizednformation, which is passed to the enterprise using the wigelgported MQTT
protocol.
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1.1 WHY ENRICH DATA?

Modbus data is impossible to interpret without vethgtailed knowledge of the devices produgithe dataand the
sensors connected to them. Anyone lookindvidbusdata can see that the value of unit 31, register 40075 is

2397¢ but has no way to interpret this data without prior knowledge of its sigaifte. This is not the way that 0T
systems operate. One of the core concepts of an IoT architecture is that systems can request information based
upon a semantic mode] a user can ask for information about temperatures in the rooms of the buildings they
manage, and will receive responses in a form whideitdeclaring for example B+B/Ottawa/Conference
Room{temperature: 72 degF}. This conversion of raw, unintelligible register values into interpretable information is
a fundamental operation in the integtion of legacy devices into an IoT architecture.

1.2 WHY AGGREGATETBA

Modbus is a poltesponse protocol. The master device follows a scan pattern which constantly updates an internal
database with the most recently recovered data in a particuldt, wwhether that data has changed or not. Once

we start to convert this data into information that is to be sent over, for example, a cellular daté elcomes

important to regulate to flow of data to that which has value. The fact that the tempeeaitua room is the same

as it was five seconds ago is of little value, and we can make significant savings in data transmission and upstream
processing costs if we send aggregated dastead-- for example the max, min and mean temperature each

hour.

1.3 WHY FILTER DATA?

Aggregating data is fin@f course put there are certain events that we would want to be informed of on an

urgent basis Examples would includetemperaturethat has exceeded a threshold, has an excessive rate of
change, or has moved by more than a deadband from the last transmitted value. This is the purpose of filtering. A
series of event triggers may be configured and the recovered data compared against thgeestwith any match
resulting in an immediate action.

1.4 SAMPLING THEORY

It is important to bear in mind that the SmartSwarm 351 is only eavesdropping on the Modbus network. It cannot
influence the Modbus Slaves, or the Modbus Master in any way.ti#8c the SmartSwarm devicetigo levels

removed from the actual process signals in which you may be interested. This is especially important if the original
signal is analog.

¢KS F2fft26Ay3a SEIl YLIX S thé Kag sore high fleduieyictniponkenysiTHe Bighal & firsl v | f
digitizedby a Modbus Slave, at a certain sampling rate, andjtrentizedvalues are saved in an Input Register:

This register is then polled by the Modbus Master, at another (slower) sampling rate, and the resplueseave
used by a SCADA system:

The SmartSwarm 351 eavesdrops on the communication between the Modbus Master and Slave.

It can only observe the same data that the Modbus Master observes. If the Slave sampling rate and/or the Master
sampling rate is ndtast enough to capture an event of interest, then that event will be missed.

11
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2. DOCUMENT STRUCTURE

This document is organized in accordance with the following flow.

4 )

Connect your Hardware
N J

v

4 )

[ 2y FAIdzNBE @2dzNJ RS
J

) v
4 N
Configure the Modbus interface
o + J
4 N
Configure the MQTT interface
o * J
4 N
Build your Slave Maps
o ¢ J
4 N
Configure Rules and Topics
o ¢ J
4 N
Verify your Data Flow

- J

v

[ Optimize your System }
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The next chapter whs through an example workflowhig workflow is intended to be an example of how to get
your Modbusdata publishing to an MQTT server quickly, without getting stuck in the details.

The remaining chapters will provide the necessary details.

14
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3. EXAMPLE WORKFLOW

In this section we liwalk through an example workflow.
3.1 CONNECYOUR HARDWARE

First, ensurghat your hardware is physically connected.

Connect your antennae to the ANT and DIV connectors.

Insert a valid and datprovisioned SIM card into SIM 1.this example w will assumehat your outbound WAN
connection will be using a cellular connection. If this is not the s your uplink is solely vigthernet then it is
not necessary to connect antennae or install a SIM.

In this example, we will connect to &5485Modbus network (this will be the typical configuration).

Physically connect your device to your Modbus network, as per the instructions on thestaiitiuide, and as
described in the hardware section of this manual.

3.2 CONFIGURH | w 5 9 :COMNECI{VITY TO SMARTROHUB

raS Ly 9GKSNYySG OrotS G2 O02yySO0 @&2daNJ t20Ff 1 LIW2LKkRSA"
The ETHO port of the device has IP address 192.168.1.1

The ETHO port of the device is a DHE@Rer, so it will automatically serve an IP Address in the 192.168.1.x range
to your laptop/desktop computer: please ensure your laptop/desktop computer is configured to accept an IP
address automatically from a DHCP server.

Open a wekbrowser, and browe to 192.168.1.1

7 192.168.1.1

Home Settings ~ Troubleshooting ~ Agents ~ Hub Client Cellular ~ S~ Debu Modbus
ADVANTECH ¢ i = S

SmartSwarm Local WebServer

This page can be used to configure and diagnostic device's configuration

Below you can find some useful information

{StSO0 HELSOAIAEN 02! b0éEST YR SYyGSNI GKS FLIINBLINRFGS 1t
SIM card. In our example, we only need to enter an ARNKEXECUTE
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Home Settings~ Troubleshooting - Agents - Hub Client Cellular~ Logs~ Debug Modbus

Configure SmartSwarm

Use this page to configure the device to access the hub.

Cellular (WAN)

APN open.internet

MNetwork | NONE %
Authentication Type:

Network Username
Network Password
PIN Code

Lease Time
(Seconds)

*Cellular logs can be found on ‘Logs' tab, file /var/log/messages

Execute |

CKIFGQa it &2dz ySSR (G2 R2Y

The device will now attempt to (a) make a WAN connection using the cellular network; then (b) make a secure
connection to SmartWorx Hub (on hubsmartworx.com).

When (a) is successful, the WAN LED will turn on (yellow).
When (b) is successful, the USED will turn on (yellow).

The time it takes for (a) to be successful depends on your cellular netiuarkou should expect it to be
successful within minutes.

If the WAN LED is not turning on you may have entered invalid APN or network creddatragtion for that SIM
card.

Please verify that you are using a valid SIM card and valid cellular settings.
When the USR LED is on (yellow), your device has a secure connection to SmartWorx Hub.

The following graphic shows that the WAN and UERs are both on (yellow), and the485 Modbus network is
connected.
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Open a browser page, and login to SmartWorx Hubttps://hub.bb-smartworx.com

In this example, we assume that (a) you have egoant to login with SmartWorx Hub, and (b) you are using the
cloud instance of SmartWorx Hub to manage your devices.

B Login X

https://hub.bb-smartworx.com/Login/Iindex?ReturnUrl=%2f

ADVANTECH E;A?RTWORX Login

Log in using your email address and password

User Name

pconway@advantech-bb.com

Password

sesnnene ssnnne .

Remember me?

Login Forgot password?
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Bl AD\ANTECH

D2 (25 SIKPDEREI A ¥ ZODBECY (2 ONARYy3I @2dzNJ ySé { YFENI{ 6l N¥Y 58
¢CeLIS Ay @ 2 dzNJD5tiSsdsanvierobdth é&n $he Re@idself and on the box that you took your Device

2dzi 2 F0 /RO 1a S5 Sabech Siat yohirdevice is available to be claimed by, ysssuminghat it is,

youmayi K Sy &l§ifh Bedidé du

BB . .
LGS Svarrworx  Claim Device

Dashboard Devices - Users ~ Technology Providers Configuration Profiles Passwy

SmartSwarm 300 Series

Dashboard » Davices = Claim Davica

This device is available to be claimed

Device ID 203-01-6500004

Check Device ID Claim Device Cancel

Your Deie is now available for you to manage.

.8 aStSOlAay3a GKS W5S@PA0Sak+ASs 55S0A0SaQ aONBSy ¢S Oty
Online
BB . .
LOSGIES N Sa=rworx  View Devices Help Log off
Hello, pconway@advantech-bb.com
Dashboard Devices - Users - Technelogy Providers Configuration Profiles Password - Contact
Dashboard > Davices > View Devices
Manage devices in list below
Q Search
Device ID MName Type Profile Provider Owner Status Online
203-01-6500003 PaulC Factory Systems SmartSwarm 351 Factory Systems Operational

203-01-6500004 203-01-6500004 SmartSwarm 351 Factory Systems Operational O

3.3 CONFIGURE THE MBS INTERFACE

Select the Device (click the Device ID link).

Now youcan navigate to the Modbu®-MQTT application and modify the application settings.
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ADVANTECH E;ERTWORX Manage Device

Hello, pconway@:

Dashbeard Devices - Users - Technoloegy Providers Configuration Profiles Password - Contact
Dashboard » Devices > Manage Devica

Device ID 203-01-6500004

Name 203-01-6500004 _. -~
SmarTSwarm

Status Operational

>

Firmware 0.4.9

ar

DeviceType  SG30300320-51

Online

Save [eENI Push Firmware  History  Settings  Add/Upgrade Apps

Manage Apps
Remove Selected

Name Tag Type Version Help Added

Modbus2MQTT Modbus2MQTT Application 0.4.9 Help 6/8/2016 3:14:42 PM

Now configure the Modbus Settings so that they match the actual Modbus configuration of your Modbus network.

Apply the changes.
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OS2 wonx  Settings Help Log off

Hello, pconway@advantech-bb.com

Dashboard Devices - Users - Technelogy Providers Configuration Profiles Password - Contact

Dgabbaard > Davices > Manage Device > Settings

(.
MQTT Device ID 203-01-6500004

Application Settings

Application Name Modbus2MQTT

Version 0.4.9

Tag Modbus2MQTT

Save Tag Cancel Apply changes

* Required Field

Port:

Baud Rate:

3.4 CONFIGURE THE MQNTERFACE

Select MQTT from the list on the left hand pane and configure your MQTT interface.

We assume that you already have an MQTT broker that you can publish to. In our example we know we have an
MQTT broker available at 52.51.11.241, using the ulefsort 1883.
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T HEQuIrea riea

Haost: 52.51.11.241
Madbus
Cecodar Port: 1883

ername:

Password:

Client ID:

Timeout (secs): 60

Retry Interval (secs): 10

Keep Alive (secs): 60

Reliability: v

Clean Session: ’

Enable TLS: No v

erify Server Cert

Client Certificate -

In this example we are not configuring any security in the MQTT interfd& NB O2 YYSyYy R (KI i &2 dz dza
aSO0dzNR iee 2yte dzyliAft e2dz Kllo@S GSNATFTASR @2dzNJ O2yySOilAz2y

| If you do not apply transport layer security settings, your data will be published to the MQTT s
. in plaintext.
If you chose not to apply security settings now, please remember to do so later.

Once you are confident that your MQTT connection seftiage valid, we recommend that you enable TLS and
configure a trusted, secure connection between the SmartSwarm device and your MQTT broker.

Remember to Apply your changes.
3.5 BUILDOUR SLAVE MAPS

Therearawo Y+ Ay @l @& F2NJ &82dz (02 O0dzAt R @2dzNJ {f+ @S al LAY a5A&

Both ways are useful, for different reason%¥u can safely mix both methods in building your Slave Maps.
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|3.5.1 DISCOVERUR SLAVES

PaAy3d GKS a5Aa02 @S ShartSwalin ieigeXSdiarn tdeMadbugslate Betwoik.K S
Actually, your SmartSwarm device has beertlgglfning already Your device has been physically connected to
the Modbusnetwork since the beginning of this workflowlhe Modbusconfiguration settigs were deployed to
the device in an earlier step.

The Device will continuously learn from the actieddbusdata traffic, even after the initial learning period.

As the SmartSwarm device is a passive sniffer device, the time it takes for it to lezfrtheModbusslaves and

registers is outside of the control of the devickdepends entirelyjuponhow the Modbus Master is configured.

We recommend that you initially leave your device running onNtoelbusnetwork for a period of time maybe

10 or15 minutes. At this time the device will have learned fromthedbusi N FFAOP LG Aa tA1Ste
learned everything in this amount of timbut it should have learned enough to enable you to carry on to the

enrichment steps.

Now go to thedDecodeé & ONB Sy T Syng MpsOd A O1 2y @

& Device > Settings
Modbug Application Settings
MQT Device ID 203-01-6500004
Application Name Modbus2MQTT
Version 0.4.9
Tag Modbus2MQTT
Cancel Apply changes
* Required Field
Decoder
Slaves -
e Export Maps
e Download Templates
e )
e New Map
e Load Map
Port Slave Name Description Location

Refresh your SmartWorx Hub screen to see the discovered devices.

22



BB SMARTWORX

bowered by SmartSwarm 300 Series

In our example, only one Slave device has been discovered on the Modbus network.

Dashboard » Devices » Manage Device > Settings

Modbus Application Settings

Decoder

MQTT Device ID 203-01-6500004

Application Name Modbus2MQTT

Version 0.4.9

Tag ModbusZMQTT

Cancel Apply changes

* Required Field

Decoder

Slaves -

Slave Name Description Location

undefined undefined undefinec

Ly GKAa OFrasS GKS RAaO20SNBR atl @S Aa +i | RRNBS&aa mo 2§ |

Although not show in this example, you can nowli¢ this slave, and enrich the discovered slave data.
We will show some enrichment editing of Slave itk llater.

bSEG ¢S oAttt dzasS GKS aAYLRNIGE YSGK2R G2 3SG Y2NB afl g8

|3.5.2 CREATE/IMPOROUR SLAVES

AAY reaté€ S 24J0 A 2y @ 2 dz-p@paréd, precririchbdset bf Slavdl@ata, in either Excel or JSON
format.

iKS &

w

WeprddA RS | ydzYoSNJ 2F CraaEa ZFIINI 2y2dz (2 dza

CANRGEZ &2dz Oy R2gyft2IR GSYLX I GSa RANBOGEE FTNRY KSNB dz
writing we have templates in .xIs, .xIsx, and .json formats.

Second,youcancreate a9S ' yR SYGdSNJ Fff SYNAOKYSyd F2NJ Al dzaAiy3a il

Third, you can import a peprepared, presSy NA OKSRX aSdG 2F afl @S Rweml dzaiAy3a GKS
AYLRNIAY3 &t @S RFEGF @2dz Ydza G dzaDdwnpadTen@lafess idKS G SYLIX | G S
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Dashboard > Devices > Manage Device > Settings

Modbus Application Settings
Decoder
MQTT Device ID 203-01-6500004

Application Name Modbus2MQTT

Version 0.4.9

Tag Modbus2MQTT

Cancel Apply changes
* Required Field

Slaves o
® Export Maps
o Download Template.
® Sync Maps

® Load Map

Port Slave Name Description Location

RS485 1 Liebert Power Monitor Server Room - Edit

In our example we are going to load a gmepared slavanap from a template file.

To create the pregrepared slavemap we took the datasheet of a slave device (an Emerson Liebert nFinity UPS),
and we populated th&emplate accordingly.

| SNBQa Iy SEFYLES FTNRY (KS a2Rodzda aLylLldziaéd aSOlAazy 2F
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Liebert Nfinity

Supported Modbus Points

Data Point Register Coil # of Reg. Scale Notes/ Units

Automatic Battery Test

Enabled 10003 | 3 1 1

Battery Charger On 10044 1 1

Inverter Ready 10047 1 1

Power Factor Correction

State 10050 1 1

Load On Inverter 10073 1 1

Bypass Active 10074 1 1 e
Replace Battery 10081 1 1 T
Battery Under Test 10082 1 1

Load On Battery 10128 1 1 "
Load On Bypass 10129 1 1 o

Tablel. Example Modbus Slave Datasheet for Discrete Inputs

WeRSNX @SR (i KS ¥ gctltheet ikfgfrHatiadirbnythidddétdskbeet@sing the provided Excetnplate.

000 M @ v~ & ~ & ImportTemplate_E... Q- Search Sheet

Home Insert Page Layout Formulas Data Review View
C17 fx
A B C D E F
1 address name alias valo vali
2 2 Automatic Battery Test Enabled AutomaticBatteryTest Battery Test Disabled Battery Test Enabled
3 43 Battery Charger on BatteryCharger Off On
4 46 Inverter Ready Inverter Not Ready Ready
5 49 Power Factor Correction State | PowerFactor Off On
6 72 Load On Inverter LoadOn Inverter Off Inverter On
7 73 Bypass Active Bypass Not Active Active
8 80 Replace Battery ReplaceBattery Not required Required
9 81 Battery Under Test BattUnderTest Off On
10 127 Load On Battery LoadOnBatt Off On
11 128 Load On Bypass LoadOnBypass Off On
4 > meta address Cs IR HR IS +

Table2. Example Excel sheet data derived from Slave Datasheet (Inputs)
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NOTREhat the address field in our template is declared as the offset from the base address of the register type. In

our example the device uses the 10,xxx ranget®input Status register{Cther devices may use 10x,xxX® the

first IS register (10,001) corresponds to offset 0. Hence the device register 10,003 becomes our IS register 2.

| SNBQ&a |y SEl®AI SLZHdzii KBSARROSNEE aSOGAzy 2F GKS RIGE ATl

Number Of Input Lines 30004 1 1 |Bits12-15

Number Of Bypass Lines 30004 1 1 [Bits4-7

Number Of QOutput Lines 30004 1 1 Bits 8 - 11

Number Of Power Mod. 30010 1 1

Number Of Battery Modules

Installed 30011 1 1

Device Maximum Frame

Capacity 30023 2 1

Device System Capacity 30025 2 1 VA

Nominal Input Voltage 30027 1 1 V

Nominal Output Voltage 30028 1 1 V

Nominal Static Bypass

Switch Voltage 30029 1 1 \Y

Nominal Input Frequency 30031 1 10 Hz

Nominal QOutput Frequency | 30032 1 10 Hz

Nominal Power Factor 30033 1 100

Nominal Battery Voltage 30034 1 1 V

Auto Restart Delay 30051 1 1 seconds

Device Auto Restart

Percent Setpt 30052 1 1 %

Device Low Battery Time 30053 1 1 min

Next Battery Auto Test

Time 30057 1 1 minutes
Overload Alarm Limit 30067 2 1 VA

Minimum Redundant Power

Modules 30074 1 1 .
Load (Apparent Power) 30102 2 1 VA o
Load (Real Power) 30104 2 1 w

Load / Capacity 30106 1 1 %

Input Frequency 30107 1 10 Hz +
Output Frequency 30108 1 10 Hz 4
Bypass Frequency 30109 1 10 Hz _

Table3. Example Modbus Slave Datasheet for Input Registers

2S5 RSNAGSR (KS T2 fHExébhkefidormatioyl frddzihis B&asHeet, ussn e providedel
Templag:
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00 e 3 ov- mpol plate_EmersonLiebertNfinityUPS

Home Insert Page Layout Formulas PEIE] Review View

A B C D = B G H | J K L M

1 address |address_offset name alias datatype length zero_value max min scaling units num val
2 3 12 Number of Input Lines NumInputs ENUM 4 1
3 3 4 Number of Bypass Line NumBypass ENUM 4 1
4 3 8 Number of Output Line NumOutput ENUM 4 1
5| 9 0 Number of Power Modi NumPowerl UINT16 1
6 10 0 Number of Battery Moc NumBattMor UINT16 1
7 22 0 Device Maximum Fram MaxFrameCi UINT32 1
8 24 0 Device System Capacit DeviceSysCe UINT32 1VA
9 26 0 Nomina Input Voltage NominalInV UINT16 1V
10 27 0 Nominal Output Voltag NominalOut' UINT16 i1V
11 28 0 Nominal Static Bypass | NominalStat UINT16 iV
12 56 0 Next Battery Auto Test NxtBattTest UINT16 1 min
13 101 0 Load (Apparent Power) Ld_apparent UINT32 1 VA
14 103 0 Load (Real Power) Ld_real UINT32 1w
15 105 0 Load / Capacity Ld_percent UINT16 1%
16 106 0 Input Frequency InFreq UINT16 10 Hz
17 107| 0 Output Frequency OutFreq  UINT16 10 Hz
18 | 108| 0_|Bypass Frequeny ByFreq UINT16 10 HZ

4 > meta address o] IR HR IS +

Table4. Example Excel sheet data derived from Slave Datasheet (Input Registers)

z A A

bSEGT 2LIiA2y Il ffe& FAkesheety G(KS aaSilé RIFIGE Ay (GKS

o0 M d ov- &R ImportTemplate_EmersonLiebertNfinityUPS

Home Insert Page Layout Formulas Data Review View

K14 . fx

A B c D E F G H
1 description Installation_date location manufacturer name product_code wvalue_byte_order wversion
2 |UPS 14-Mar-16  Thomond/Datacentrel | Emerson nFinity UPS | Liebert nFinity No Swap 1.00
3
4
5
4 b meta address cs IR HR 1S +

Table5. Example Excel sheet Meta Data
b2z $SQNB 32 A y-FepiralExielledatdImartivork Bub.LINS

2 S Of L@t MagEy> &i KSy 0 NER ¢ & Bxeefiile. Sdiekt $he filghids thd SN Rap will be
immediately loaded.
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Dashboard > Devices > Manage Device > Settings

Modbus Application Settings

Decoder

MQTT Device ID 203-01-6500004

Application Name Modbus2MQTT

Version 0.4.9
Tag Modbus2MQTT
Cancel Apply changes
* Required Field
Decoder
Slaves -
Port Slave Name Description Location
RS485 1 Liebert Power Monitor Server Room - Edit
485 2 nFinity UPS UPS Thomond/Datacentrel —:B

52y QG F2NBSG (2 !'LIXeée /KFy3aSao

|3.5.3 EXPORT AVLE MAPS

Once you have Slave Maps on your systevhether you created them manually, imported them, or discovered
them and subsequently enriched thenyou can then export them.

This is very useful if you have many Slave Devices of the same type. You can create (and enrich) one Slave, then
export it to a.json format file.

You can edit the file offline (for example, to change the Meta Data, and Slave Address),-timgoreit as a new
slave.

All previously applied enrichment will be available immediately on your new slave.

When you use the export utility all of your stihg slave maps will be exported into a single archive file (.zip),
gKAOK 32534 RANBOGEeE Ayli2 GKS GR2gyf2lIRa¢é¢ T2f RSNI RSTAYS)

3.6 CONFIGURE RULAND TOPICS

Click orEditto enrich a slave, and to apply Events, Rules and Topics.
We wil now enrich the data in Slave 1.

First, add some Metadata enrichment. RemembeBStveg KSy @& 2 dzZQNB KI LI sAGK (GKS

w»
<

zZ

[
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Dashboard > Devices > Manage Device > Settings > Slave

Exit Editor
Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) Rules and Topics

Description Install Date Location —Manufacturer Name Product Code Byte Order Version

@ 30 Jun 2016 Server Room Emerson Liebert PowerSure No Swap @

Ly 2dz2NJ SEFYLX S GKSNB 6SNB &a2YS LyLldzi wS3IA&aGSNAR RAaO203S|
Go to thelnput Registestab, and enrich the registers.

Dashboard > Devices > Manage Device > Settings > Slave

@ Exit Editor
Meta Inputs (1x) Coils (0x) @ Holding Registers (4x) Rules and Topics

Address Bit Offset Name Alias Data T Width Zero Value Max Min Scaling Units Num Value  Str Value

29 N put Current InputCurrent UINT16 - e
Nominal Input Frequency InputFreq UINT16 - e
Nominal Output Frequency QutputFreq UINT16 16 10 Hz - e
Nominal Power Factor PowerFactor UINT16 - o
Nominal Battery Voltage BattVoltage UINT16 - e
34 undefined UINT16 - s

Ly 2dz2NJ SEFYLX S 6SQONB SyNAROKAy3d (GKS &fl #SQa AyLidzi NBIAE
monitoring UPS).

52y Qi FawHSHia (82dx 32 P
b2¢g> 6SQNBE NBIFRe& (2 I LLJdteRueganS$Topiaab.Sa ' yR ¢2LIAO0ad { St SO

The first thing we notice ithat the enrichment data we have previously provided has already been applied to this
panel.
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Dashboard > Devices > Manage Device > Settings > Slave

Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)

Push Rules Register 29 IR A

Address Type Name Units Event Payload QOS Retain  MQTT Topic Default Topic
29 R Nominal Input Current A None  Default Exactly Once — Server_Room/Power_Monitor/Lieb 7 -l
30 IR Nominal Input Frequency Hz None  Default Exactly Once - Server_Room/Power_Monitor/Lieb. 7 - e
31 IR Nominal Output Frequency Hz None  Default Exactly Once — Server_Room/Power_Monitor/Lieb. 7 - e
32 IR Nominal Power Factor None  Default Exactly Once —_ Server_Room/Power_Monitor/Lieb. 7 - o
33 IR Nominal Battery Voltage \ None  Default Exactly Once — Server_Room/Power_Monitor/Lieb. 7 - e
34 IR None  Default Exactly Once —_ Server_Room/Power_Monitor/Lieb. 7 - o
TKSNBQa |t Ay Sfor Bwgri disBoveked redisterioa this $lave (&en for theemmiched registers).

The MQTT Topic has taken custom values, which are derived from the Meta data. You may leaveithese/as
may override the custordefaults and define an MQTT topic fevery registeirule.

,2dz RSTAYS +y S@Syid 6agKSyé¢ ModbasyiSAke2YNT OR AT GLAFSH (GDND/S yAIG

2dz RSFAYS (GKS LIl eft2FR (KIG é6Aff 0SS LlzoftAaKSR o0agKIGg |

Youdefindi KS avee (2LIAO GKS LI et2FR gAff 0SS LlzofA&aKSR 2y 064

200dzNEUV Ay (GKS davee ¢2LIA0E YR a5SFldA G ¢2LIA0E O2f dzYy

Dashbeard > Devices > Manage Device > Settings > Slave

Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)

! Save Rules - Register 30 IR Hz
Change by: 1 S percent

Address Type Name Units Event Payload QOS Retain  MQTT Topic Default Topic
29 IR Nominal Input Current A None Default Exactly Once — Server_Room/Power_Monitor/Lie... 7 - o
30 IR Nominal Input Frequency Hz Default Exactly Once m Server_Room/Power_Monitor/Lie... O -
31 IR Nominal Output Frequency Hz None Default Exactly Once — Server_Room/Power_Monitor/Lie... 7 -
32 IR Nominal Power Factor None Default Exactly Once —_ Server_Room/Power_Monitor/Lie... 7 -
33 IR Nominal Battery Voltage Vv None Default Exactly Once - Server_Room/Power_Monitor/Lie... v -l
34 IR None Default Exactly Once — Server_Room/Power_Monitor/Lie... v -

In our example we have created only one Event.
We want to know when the Nominal Input Frequency detéue changes by 1 percent.

When that changevent occurs, publish the default payload dathat is, publish the Nominal Input Frequency
value on this Input Register for this Slave Device.
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tdzof AAK dzaAy 3 GKS vét ReomPSwRr MonitNik [ cA2BLddsnatiad$aPdblish on the
A58FldzZAf G ¢2LIAOE 64SS OKFLIGSNI mnoo

Save Rules nexiThissavesyour enrichment and rules to the SmartWorx Hub database.
Push Rules nowThisappliesthe entire enrichment, including the defined event rules, he tdevice.

Your device will now apply the Events rules you have enabled, and it will start filtering the data and publishing data
in accordance with the rulekat you have defined.

In our example the device will publish the Nominal Input Frequency register value to the MQTT server at address
PHOPpMOMMPHNIME dzAAYy 3 GKS avee ¢ 2 LBubonlgiwh&Nis aN@poktRi® Ykt 2 6 S NI
register has changed by 1% since ttst tame it was polled on the Modbus network.

3.7 VERIFYOUR DATA FLOW

The checkpoints for your data flow are:

1. You have a good physical connection between the SmartSwarm device andlgdousnetwork.
2. A secure connection has been established between your SmartSwarm device and SmartWorx Hub.
3. You have correctly configured the Modbus interface on your SmartSwarm device to correspond with your
Modbus network.
a. And you havepplied your settings to the Device
4. You have correctly configured the MQTT interface on your SmartSwarm device so that your device can
establish a connection with a valid MQTT broker.
a. And you have pplied your settings to the Device.
5. You have created an Event that will actually triggesdabon matching actual datzonditions on your
Modbus network to the Event rule you have created.
a. And you haveaved your enrichment.
b. And you have pshed your enrichment to the Device.
When you are satisfied that you have verified all of these checkpointd i Q& | 3I22R GAYS G2 32 o
and apply some optimizations.

3.8 OPTIMIZEOUR SYSTEM

Some suggestiorfer optimizing your system are:
Revisit your MQTT configuration settings, and enable security
You have many security options. You will need to read the detailed chapter in this manual regarding
MQTT configuration.
We recommend that you also read some generally available MQTT security documentation from the
OASIS pagesnvw.mqtt.org).
It is important that the MQTT broker you chose to use supports the level of sethaityou wish to
apply.
Revisit your Slave Map enrichment pages.
You are free to enrich your slaves and slesgisters in any way you find rabappropriate to your usage.
LGiQa Sl ae GapplyQéur efirigiBnerit setRng\dbany time.
Feel free to prototype different enrichment scenarios until you find one that suits your need.
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We recommend that you choose appropriate MQTT topics dair Blave registersvhich enable easef-
use for your solution domainBy defining your Topics carefully, you can enable ezssonsumption of
the data.

In some cases, you will want to consume the data on dashboards.

See Appendix 6 in this manual fam example of how to create your own dashboards using a saider
Node RED service.

Reuvisit your Slave Map Rules

The data that will be published to your MQTT broleeentirely dependent on theutes that you create.
We recommend that you doot enale a Read Rule for every regist@the 0T environment for
consuming data is not intended to be a réiahe replica of your Modbus control network. Publishing
every read to every register is not only extremely diii&nsive across the entire system, iilvalso have
real cost associated witth We recommend that you doot enable a Read Rule for every registéne
0T environment for consuming data is not intended to be a-tiea replica of your Modbus control
network. Publishing every read to evamgister is not only extremely daiatensive across the entire
system, it will also have real cost associated with it (e.g. data usage on cellular networks).

We recommend that yodo enable appropriate Event Rules for any interesting or-normal condtions
that you want to keep track of, or be notified about.

We recommend that yodo enable appropriate Schedule Rules for any data that you wish to monitor on
a regular basis.

IFAYS AGQa o6S&aid (2 LINRPG2GeLIS RAFFSNByG aoOSylNxza d

LiQa OSNB Shae (2 OKLy 3 Storkesgply thet R iulie withzit 8y | 6y & G A
impact to your system.
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4. CONNECTOUR HARDWARE

4.1 MOUNTING THE DEVICE

The unit may be mounted in any orientatiotit can besimply placed on a flat surface, ibican be DIN rail
mounted using the supplied CKD2 holder

+ SmarrSwaav *
300

55 mm

=m0

125 mm I | 97 mm
1

7

3‘,

4.1.1 INSTALLING/REMING FROM A DRAIL

The CKD2 holder, which is used forunting the gateway on a DIN rail, should be mounted such that the smaller
flange on the holder is at the top when the unit is mounted on a DIN rail.

Default orientation of the CKD2 holder

To insert into a DIN rail, hook the lower (longer) flange into the DIN rail then rotate the top of the unit towards the
DIN rail until it clicks into place. To remove from the DIN rail, lightly push the loT gateway upwards until the top
part of the CKD2 Hder clears the top of the DIN rail. The top of the gateway can then be pulled away from the
DIN rail, which will in turn release the lower DIN connection point.
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| 7 ' /// >
DIN Zg DIN é%
17 7

® t®

4.2 POWERONNECTOR PWR
=]
o] 2

Panel socket pin

Pin Ident Description
1 GND{) Negativepole of DC supply voltage
2 VCC(+) Positive pole of DC supply voltage (+10 to +60 V DC)

Table6. Power connecto

The unit accepts the connection of power supplies in the range +10 V to +60 V DC. Protection against reverse
polarity connection is built into the device.

Circuit example:

DC

4.3 ETHERNET PORTHE AND ETH1)

Panel socket RJ45.
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Signal Mark ‘ Description Data Flow Direction

1 TXD+ Transmit Data; positive pole Input/Output
2 TXD Transmit Data negative pole Input/Output
3 RXD+ Receive Datg positive pole Input/Output
4 T T T
5 T T T
6 RXD Receive Datg negative pole Input/Output
7 T 1 1
8 T T T

Table7. Ethernet Ports

Ethernet cables plug directly into tiemckets. Always use a cable with an operational locking tab to avoid
intermittent communications problems.

@The insulation strength is up to 1.5 kV.

By default, ETHO is set up as a DHCP server and is intended for the connection of diagnosti&dé{icissset up
as a DHCP client, and may be used as an uplink for MQTT data being sent from the device.
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Connector ‘ Purpose Default Setting

ETHO LAN port (default) DHCP Server
Connect your laptop or PC to this | IP Address:
port to get a local welserver for 192.168.1.1

deviceconfiguration and NetMask:
diagnostics. 255.255.255.0
ETH1 WAN port (default) DHCP Client

Connect this port to your WAN to | The device will automatically obtain
allow the device to obtain access t{ an IP address from your DHCP
the remote device management | server, if you have a DHCP server
service, SmartWorx Hub, over provisioned to supply one.
Ethernet

Table8. Ethernet Port Usage

If a connection exists via ETH1, it will take priority oveelfular connection for northbound data.

4.4 CELLULAR CONNEIN

If your device is cellulagnabled, you will need to attach the relevant antennae and install a-datdbled SIM card
before you caruse cellular connections

4.4.1 ANTENNARONNECTORS ANJIVY AND GPS

If cellular communicationare required, main and diversity antennasust beconnected to the loT Gateway via

SMA connectors on the front panel. TA&ITconnector is used to connect the main antenna of the device. A
second, diversity antennahould be connected to the second cellular antenna connector (DIV) in order to improve
the gateway radio performance at low signal strength, or in areas where the RF environment is constantly
changing (For examplejear a road. The third connector@P$is intended for GPS antenna connection and is not
currently used by the SmartSwarm 351

= The device cannot connect to cellular networks without an appropriate antenna connected to ANT

Antennae are connected by screwing to the SédAnector on the front panel of the 10T Gateway.
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|4.4.2 SIMCARDREADER

Two SIM card readers for 3 V and 1.8 V SIM cards are placed on the rear panel of the device. Only the first of these
(SIM1) is currently supported by SmartSwarm 351. In ordep&raie on a cellular network it is necessary to
insert an activated, data enabled SIM card with an unblocked PIN code.

24.4.2.1 INSERTING/REACING A SIM CARD:

* Before inserting or removing the SIM card disconnect the device from power supply
Usinga plastic opening tool, or your fingernail, press the SIM card into its slot until you hear a click.

To remove a SIM card press the SIM into the unit until you hear a élitdy. the click, release the card and it will
pop out of its slot.

Remove theSIM card and push any other SIM card into the slot until it clicks in place.

* Only SIM1 is supported in the initial release of SmartSwarm 351
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4.5RS232RS485 SERIAL INTERFAGCONNECTION TO MODBUESTWORK

These interfaces are physically connektan fivepin and fourpin terminal block connectors on the front panel.
The insulation strength is up to 2.5 lAttention, connectors are not isolated from each other and share a
common ground pinTheRS485ground connection should be made to tRS232 GND pin.

y

e :
SvarTSwarm
S00 SeERIEs SIM
m (\ (\ WAN
v = o DAT
DIv GPS ANT
INO IN1 OUT ETHO ETH1 uss PWR
INO ’.- . . - . PWR
— L I
QuT . POE
) &

|4.5.1WIRE R&85 CONNECTION

012340

RS485connector (4 pin)

RS485¢ Pinout

Pin ‘ Signal‘ Description Direction

1 Tx Transmit- (Do not connect) Output

38



BB SMARTWORX

bowered by SmartSwarm 300 Series

2 Tx+ Transmit + (Do not connect) Output
3 Rx Receive Input
4 Rx+ Receive + Input

Table9. RS485pinout

RS-485 Connector Pins 3 and 4

| \
+* s <

MARTSwWARM
3 Semes L

m (-‘\ (.\ A

Master |+ +| Slave N

Slave | Slave N-]

NOTE: this device will only operate in Passive (reaaily® mode. It is not possible to configure it as a Modbus
Master, or for it to transmit on the Modbus network.

network, you risk interfering with the Modbus communication should the transmitter ever becon
enabled by software. On this device, the transmitter is not enak\sl/ertheless, we recommend
that you do not connect pins 1 and 2.

Q The R8185 port provides a transmitter and a receiver. If you connect the transmitter to your Mo

CONNECT ONLY TO THE RECEIVER, AS SHOWN ABOVE.

|4.5.2 R&232 CONNECTION

0123450

RS232 connector (5 pin)

Direction

1 CTS Output
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2 RTS Input
3 GND 1

4 RXD Input
5 TXD Output

Table10. R$232 pinout

In order to operate on R332 based Modbus RTU networks, it is necessary to arrange for the SmartSwarm 351 to
receive information from both th&S232 Transmit and Receive signals, in order that it can monitor both the
Modbus commands and the corresponding replies.

RS232data taps, B+B part number 9PCDT (9 pin) or 25PCDT (25 pin) are available for this purpose. The following
description assumes the aof the 9 pin version.

The device should be inserted into tRS232communications line between the Modbus master and slave.
Switches 1 & 2 should both be ON in order to pass both Rx and Tx data. In addition, switch 3 should be ON and
switch 4 OFF. Coentions should then be made between the data tap pin 5 and the SmartSR&282

connector pin 3, and the data tap pin 2 and the SmartSwR8832 connector pin 4. No other connections are
necessary.

The following image shows the correct configuratiobd® switches:

ROHS

Master Slave

=
2
2
<|

SmartSwarm 351
4 5.3WIRE R&85 AND R&22 CONNECTION

tftSFaS NBFIR {SOGA2Y odododH 2F (GKS da2Rodza {SNALFE [AYS
6az2RodzZA Y2 BSNWPASNRI f gt A CEnpatibility betwbedRViré ahd 8 K NBK OO PEANEHEG 64 S
http://www.modbus.org/docs/Modbus_over_serial_line_V1 02.pdThe RY85 interface of the SmartSwarm

351 iseffectively a 2wire interface. In order to connect awire systemo the device, you have to short the

Transmit and Receive pairs together.
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The SCADA master vale a repeat of its command, followed by the slave reply, and thig
combination may be rejected as invalid depending upon the characteristics of the SCA
master driver.
Similarly, the Modbus slave will see its own reply and may try to interpret this as a new
command and subsequently fail tecognizea valid command being seby the host.
For this reason, it is strongly recommended that if an alternativeingmoint exists which operates &
either RS232o0r 2-wire R#485 levels, this should be used.

c In some situations this is not an issumiyt there are some risks with this approach.

If there is no alternative to tapping into awlire circuit, then the safest way is to use RB232data tap as

outlined above, and connect dRS232t0 RS422 (or 4wire R$485 as appropriate) converter on either side of the
data tap. Advantech B+B8martWorxoffers a range of such converterfteasedetermine the most suitable
combination for your application.

4.6 MICROSDARDREADER

The MicroSD card socket, located on the rear panel of the unit, is currently unused by SmartSwarm 351
4.7 USB PORT

The USB port, located on the front panel, is currently unused by SmartSwarm 351.

4.81/0 PORT

The 1/O port, located on the front panel, is currently unused by SmartSwarm 351.

4.9 LEDS

The following table describes the LED operation on the SmartSdevioe

LED  Color @ State Description
PWR Green | Off No power
On Device is booting
Blinking Device is in normal operating mode
Fast Device is updating firmware. Do not power off
Blinking
USR Yellow | Off The device does not have a workisgssion established with
SmartWorx Hub
On The device has a working secure session established with
SmartWorx Hub
PoE Not Not Used | Not Used
Used
DAT Red Off There is no communication on the cellular interface at this mome
Blinking There icommunication in progress on the cellular interface
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SIM Green | Off Reset button pressed or the device is booting
On Ready for operation. SIM 1 is enabled
WAN Yellow | Off There is no cellular connection between the
SmartSwarntdevice and the cellular service provider
On A cellular connection has been successfully established betwee
SmartSwarm device and the cellular service provider
INO Green | Off The default state
On Binary input no. 0 is active (user defined)
IN1 Green | Off The default state
On Binary input no. 1 is active (user defined)
Out Yellow | Off The default state
On Binary output is active (user defined)
ETHO | Green | On 10 Mb/s
Off 100 Mb/s
ETH1
ETHO | Yellow | On The network cable isonnected
Off Network cable is not connected
ETH1 Blinking Data transmission in progress

Tablell LED indicators

5. CONFIGURE CONNECTWTO SMARTWORX HUB

All major configuration of the SmartSwab1 is performed using the SmartWorx Hub cloud based management
platform. If you do not already have a SmartWorx Hub account, please contact your local B+B representative to
arrange for one to be set up. You will need to provide the following informatiarder for an account to be set

up:

An Administrator contact name and email address
The Device ID of the SmartSwarm 351 devices you already have taken delivery of (from the SmartSwarm
351 product label on each device)
The MAC ID of the fir§ithernetport each device (from the SmartSwarm 351 product label on the
devices)

| SmartWorx Hub is accessed via the primary uplink port on the SmartSwarm 351. This is ETH1

- connected to a local LAN providing outbound (internet) access, or the cellulactonrif no

outbound LAN connection exists.
The connection status to SmartWorx Hub is indicated by the LEDs on the front panel. The USR
be solid ON (yellow) if a secure connection to SmartWorx Hub has been achieved.
t £ SIasS NBTINIAGRY Qi KaSS CHASNA FoAST 2 6 F2 NJ F dzNIi K SN
status.

If the Internet connection is to be via cellular connection, ensure that appropriate antennae and SIM cards are
inserted before moving on to the first step below.
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5.1 STEP 1CONNECT T CALWEBSERVER

Connect a local laptop or desktop PC to ETHO. Open a browser and navigate to 192.168.1.1. Note that if you have
another LAN connectiore(g.viaWi-F) you may need taisconnect this second sessiatgpending uporyour
network setings and the domain of the LAN.

o Configure the tSwarm
(e"U f(onnedion :a to accass tha hub

3 S0

S

USBwu yvwruwy

Netwerk w0 B

Caller g cun e 'Ourd on Logs Ll B Svartug 'wamsages

5.2 STEP 2CONFIGURE THE CEIARJAPN DETAILS

Enter the APN name and optional credentials as required by your SIM card provider / network opéysdlyrit.
The WAN LED will turn ON (yellow) when ¢leélular connection has been successfully established.

5.3 STEP 3VERIFY THEECUREONNECTION WITH SMARORX HUB

The USR LED will turn on (yellow) when the device successfully makes a secure connection with SmartWorx Hub
(https://hub.bb-smartworx.con).

5.4 STEP 4VERIFYHAT WURDEVICE I8VAILABLE ON SMARTWORUB

In order to verify the installation, antth ensure thatyou have correctly claimed the device within your Siviéorx
Hub account, pleaseonfirmi KI & GKS RSOAOS Aa aKz2gy | a ahytAaySe Ay {YI
SmartWorx Hub, please refer to the SmartWorx Hub user manual).
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8 Vew Devern

- ch D0 1/ DU S T O0m ) 5o 10x e = onk e _ Do

ADVANTECH 3‘3‘ woax View Devices

Verify that they are
online. The blue symbol
Find your |\ means “online”

devicel(s)

Devee 1D

If a configuration for the device has alredolsen created in SmartWorxuH it will be automatically downloaded to
the device during this first connection.

5.5 FACTORY DEFAULTS

If the unitis not connecting as expectédmay be reset to Factory Defaults at any time by pressing the Reset
button on the backpanel of the devicéor more than 10 seconds.
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6. SMARTSWARM 351 ON ARTWORX HUB

| Once you have Claimed your Device on SmartWorx Hub you may edit and configure it.
. If your device is currently offline, all changes you make are quedledf your changes will be
immediately appliecssoon as the device comes online.

6.1 DEVICEIANAGEMENT

Please refer to the SmartWorx Hub user manual for more detailed information on general Device Management.

Find the devicéhat you wish to manage/i (i e Dévices & ONB Sy s> FyR OManége 2y Al G2
Devicd & ONBSy o®
Dashboard = Devices = View Devices

Manage devices in list below

Q Search
Device ID Name Type Profile  Provider Owner Status Online
203-01-1000102 203-01-1000102 V3 CP1 Technology Provider A Operational
203-01-1000111 203-01-1000111 V3 GO1 Technology Provider A Gerry Owner Operational
203-01-1000112 203-01-1000112 V3 Operational
203-01-1000113 203-01-1000113 V3 Operational
203-01-299999 203-01-299999 V2 Operational
203-01-5100342 203-01-5100342 V2 Operational
203-01-5321999 203-01-5321999 V2 Operational
203-01-6200183 203-01-6200183 V3 Operational
203-01-7000000 203-01-7000000 Smart swarm 300 v2.0 Technology Provider A Operational
203-01-7000001 203-01-7000001 Smart swarm 300 v2.0 Operational
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Dashboard > Devices > Manage Device

Device ID 203-01-6500003

Name P Bnclory Syslems q
SmarTSwarm

300 Senws -
— o oF o=
oEEEEES cEEEEe 0 O U -
-l | =
+

+*

<>

Status Operational

Firmware 0.4.7

<«

DeviceType SG30300322-51
Online

Cancel Push Firmware History = Settings = Add/Upgrade Apps

Manage Apps
Remove Selected
Name Tag Type Version Help Added
Modbus2MQTT Modbus2MQTT Application 0.4.9 Help 5/24/2016 11:39:29 AM

CNRY KSNB &2dz YIéd aStSO0 (ktGayet &S0 2Ky 1 XSRS NILIK 2000 & K 2 ¥ 3 dek
MQTT Application.

6.2 THE MODBUBO-MQTT APPLICATION

Thesettings for the Modbugo-MQTT application are split into 3 functional areas:

Functional Area | Description Reference

Modbus Configure the Modbus interface of the SmartSwarm 35| See chapter 7.
This configuration must match the configuration of the
a2Ro0dza y S emanNdring® 2 dzQ NJ

MQTT Configure the MQTT interface of the SmartSwarm 351 See chapter 8.
Decoder This section enables you Ruild and Enrichthe Slave See chapter 9 for Building
Maps that are of interest to you. and Enriching Slave Maps|

This section also enables you to define the Rules you
to create to publish data on the MQTT interface, and th See chapter 10 for defininy
MQTT topics that you will publish that data on. Rules and'opics.
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Table12. The Modbus to MQTT application

7. CONFIGURE THE MODBIMSERFACE

Dashboard > Devices > Manage Device > Settings

Modbus Application Settings
Decoder
MQTT Device ID 203-01-6500003

Application Name ModbusZMQTT

Version 0.4.9

Tag Modbus2MQTT

Cancel Apply changes
* Required Field

Sniffer Settings -
Port: RS485 o
Baud Rate: 9600 s
Parity: None s
Databits: 8 s
Stopbits: 2 s
Response Timeout (secs): 1

When configuring the Modbus interface, please ensure that you match the Modbus Master configuration on the
Modbus network you arenonitoring.

Setting Description

Port R823:20r R$485. ) 3
¢CKS {YENI{6FN)Y opm Oly 2yfé WAYATFQ 2
Baud Rate 1200 through 115200
Parity None, Even or Odd
Databits 8
Stopbits lor2
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Response Timeout Specifies the maximum time interval, in seconds, in which a response to a comman
expected from a connected slave devicghH interval is setoo short, valid replies may
be missed. If sebo long, retries sent by the Bster may be interpreted asraply and
cause valid exchanges to be missed. This will typically be set to a slightly lower valy
the Modbus master timeoutE.g. 1.5 seconds

Table13. Modbus Interface

8. CONFIGURE THE MRINTERFACE

MQTTis an OASIS and IEC/ISO standard.

The configuration interface provided enables you to configure the MQTT Client that resides on the SmartSwarm
351. The MQTT Client will use this configuration to connect tot@aedmmunicate with, an MQTT Broker. Once
connected, the SmartSwarm 351 will publish data to the MQTT Broker.

The data published will be in accordance with the Rules and Topics that you will define for your Modbus
environment: see chapters 9 and 10.

| The MQTT Broker is a 3rd party serviduahtech B+B SmartWorx does not provide this service.

L Any MQTT 3.1.1 compliant broker may be used.

| C2NI AYF2NXIGA2Yy 2y RSLIX2&8Ay3 avee AY Qaéq

¢ the NIST Cybersecurity Framework 6 KA OK A& | @FAflofS 2y GKS
open.org/mqtt/maqtt-nist-cybersecurity).
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* Required Field
MQTT

Modbus Host:

Decoder

MQTT Port: 8883
Username:
Password:
Client ID:
Timeout (secs): 80
Retry Interval (secs): 10
Keep Alive (secs)’ &0
Reliability:

Clean Session:

Enable TLS: Yes v
Werify Server Cert:

Mutual Authentication:
Server Root CA Cert +
Client Certificate +
Client Private Key +
Passphrase:

Last Will & Testament +

Setting ‘ Description

Host Enter the IP address of the MQTT broker. This is the address that the SmartSw|
351 will publish MQTT Topics to.

Port TCP/IP port used by the MQTT broker. The default port for MQTT is 1883
When TLS is enabled the default port is 8883.

Ensure that the port you use matches the port on the MQTT Broker.
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Username/Password Username and Password fields may be used to authenticateaatiwrizethe client
when connecting.

These fields are optional: If you setup your MQTT broker to require them, then |
will require them here also.

CKS LI aag2NR Aa aSyd
if TLS is not used.

Ay LXLFAYGSEG AT

We recommend that you use usemm& and password together with a secure
transport (i.e. Enable TLS).

Alternatively, you may choose to use the Client Certificate method for
authentication. This is best if your broker supports it. In this case, no username
passwordare needed.

ClientID Unique identifier, used by the broker to uniquely identify each client.

This field is optional, and may be left blank.

The broker uses it for identifying the client and the current state of the client. If y
R2y Qi ySSR I &aidlridS G2 0SS KStR o0& (K¢
empty Client ID Thisresults in a connection without any state. A conditiothiat
Clean Session is true, otherwise the connection will be rejected.

We recommend that you use a random number.

Timeout Connection timeout in seconds. That is, the number of seconds that the client w
persist in attempting to make an initial connemt with the broker.

Retry Interval The number of seconds after a QoS=1 or Q0S=2 message has been sent that tf
publisher will wait before retrying when no response is received.

Keep Alive The Keep Alive is a time interval used by the client to ensweedmnection with the

broker is kept open. The client sends a PING request to the broker as specified
time interval. The broker responds with PING Response and this mechanism wil
allow both sides to determine if the other one is still alive anacteable.

Reliability This is @ooleanvalue that controls how many messages can byt
simultaneously.

Setting Reliable torlie means that a published message must be completed
(acknowledgements received) before another can be sent.

Setting ths flag to false allows up to 10 messages to b#igit. This can increase
overall throughput in some circumstances.

Clean Session CNHz2SY ¢KS ONRISNI 62y Qi ai02NB | yeIKAY
information from a previous persistent session. This is required to be True if thef
no Client ID used.

This is the recommended setting for SmartSwarm 351.

False: The brokewill store all subscriptions for the client and also all missed
messages, when subscribing with Quality of Service (QoS) 1 or 2.
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Enable TLS Enable TLSv1.2 as the secure transport layer.
Security settings must match the broker settings.

Client Certifiate +fAR - ®pnd / SNIAFAOIGS O2y il AyAy3a |
to the broker when the SSL/TLS session is established.

Client Private Key Valid Private key corresponding to the Client Certificate. This is not exchanged \

the broker or any third party: it is only used locally on the SmartSwarm 351 devi

When using a Client Certificate, this field is required.

Passphrase Optional passphrase for the private key.

Verify Server Cert If this box is ticked, when the SSL/TLS session is established, the SmartSwarm
Ot ASyld oAttt FGGSYLIW G2 OSNRATFe GKIFG
Cert must be provided in the field below.

(For test purposes, it may be usefuldisable this option. But should be enabled
for secure applications).

Server Root CA Cert ¢KS w220 /! OSNIL dzaSR G2 aiaday GKS o)
If Verify Server Cert is enabled, this field is required.

Mutual Authentication | Mutual authentication megf & G KF G GKS oOoNRB{SNJ gAff |
certificate when the SSL/TLS session is established.

You must ensure that the Root CA cert used to createllieA &eypniRis on the
broker.

Table1l4. MQTT Interface

Last Will and Testament

Setting Description

Topic Topic on which the LWT is published.
If left blank the default topics [SwarmID]/[Serial Number]{&us]

Any subscribing clients wishing to be notified when this SmartSv@atrgoes online
and/or offline will subscribe to this topic.

Online Message The message the broker will send to any subscribing clients when this SmartSwarm 3
O02YSa aQustdssuyénnests to the broker).

Offline Message The message the brokavill send to any subscribing clients when tBimartSwarm 351
32Sa & 2igcanhecty héxpeotédly from the broker).
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QOS The Quality of Service level is an agreement between sender and receiver of a messa
regarding the guarantees of delivering @&ssage. There are 3 QoS levels in MQTT:
At most once (0)
At least once (1)
Exactly once (2)
With QoS for MQTT, there are always two different parts of delivering a message:
publishing client to broker, and broker to subscribing client.
The QoSevel for publishing client to broker depends on the QoS level the publishing ¢
sets for the particular message.
When the broker transfers a message to a subscribing client it uses the QoS of the
subscription made by the subscribing client.
Thatmeansthat QoS guarantees can get downgraded for a particular receiving client if
subscribed with a lower QoS.
In the case of SmartSwarm 351, we only need to consider the QoS for the publishing
to broker.
Retain This flag determinewhetherthe message will be saved by the broker for the specified
topic as the last known good value.
New clients that subscribe to that topic will receive the last retained message on that t
instantly after subscribing.

Table1l5. MQTT Interface

These settings are the general MQTT connection settings.

For each individual Rule and Topic that has an MQTT Publish associated with it, it is possible t
the QoS, Retain, Topic and Payload for that individual Publish. Thisy6 ¥ A 3dzNB R g A
¢t2LIA0aé¢ aSOlAz2y oo

Last Will and Testament messages are sent by the broker, to subscribing clients, when any of t
following cases occur.

An I/O error or network failure is detected by the broker;

The client fails teommunicate within the Keep Alive time;

The client closes the network connection without sending a DISCONNECT packet first;
The server closes the network connection because of a protocol error

=A =4 -4 =4
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9. SLAVE MAPS AND ENRMENT

LT &2dz KIS a2YS8S (y2¢6ftSR3IS 2F GKS az2Ro0dza ySiGeg2N)] GKFG .

telling the SmartSwarm device how to interpret these addresses and substitute some more meaningful strings.

There are two fundamentally differentays to enter this enrichment information:
0 Discover:
o0 Allow the device to automatically learn the network and the noeynmaps of the various slaves
and present this information to you.
0 Then edit this information with any extra knowledge that you have.
0 Create or Import a Slave Map:
0 Use your prior knowledge of the Modbus network and the slaves tecprdigure the device. This
can be done in advance of connecting the device to a network.

It is possible to mix these two approaches in whatever way makes semse for your application. Here, we will
present one example of each.

How do you want build the
Modbus Network?

53
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Dashboard > Devices > Manage Device > Settings
Madh Application Settings
MG Device ID 203-01-6500003

Application Name  Modbus2MQTT

Version 0.4.9

Tag Modbus-to-MQTT

Cancel  Apply changes

* Required Field

Slaves -

Port Slave Name Description Location

¢tKS a5SO02RSNE AYydSNFIOS aONBSy RraaLiXlrea Ittt GKS a2R0dz

When you first use SmartWorx Hub to enrich your new SmartSwarm device the list of Slaves will be empty.

Slaves ( Click Options icon to expand _
menu options

N

« Export Maps

» Download Templates
« Sync Maps

»  New Map

* Load Map

Port = Slave Name Description Location
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Option

Export Maps

SmartSwarm 300 Series

Method Description

Export your current maps.

All of your existing Slave Maps will be exported to a .zip arcl
file.

All maps are exported ifson format.

There is one map file for each Slave.

¢KS ®TALI I NOKAGS oAttt 0S5 ad
directory.

Download Templates

Download a .zip archive file of map templates in bggbn and
Exceformats.

These templates can be used to create slave map files that {
GKSy 0S f2FRSR dzaAy3a a[ 2R

Sync Maps

Discover When the SmartSwarm 351 device is connected to a live
a2R0dza FTASt Rodza Al AYYSRA.LG
will automatically lnild up a Map of all Slaves and Registers
it sees.

You may upload this automatically discovered Modbus
information from the device to SmartWorx Hub using Sync
al LA {SS aSO0GA2Y ALYLRNI |

New Map

Create You may already know the slavedxess(es) you wish to enrick
for rulesand-publish purposes.

Use this option to build only the Modbus slaves and register;
GKIG &@2dz  NB AyiSNBaiGdSR Ayd
al Lk o

Load Map

Import You may import your entire Modbus information using the Lc
Map option. You may import Maps in eithggson or Excel
formats.

{SS aSOGA2Y GLYLRNI I+ {ft @S

Tablel6. Slave Map options

Once you have some Slave maps in place nyay Edit oiDelete (-) them.
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9.1 DISCOVER

The device starts learning the network

assoon as it & powered on
N - - Sync Maps
Any skve information entered into SWH - "

will be over-written

Enrich

Push | Any sEve information learned by the device

| & will be over-written

|
~
|

In Discover Mode you simply wait for your device to learn the network. The time you need to wait depends on the
configuration of the Modbus Master.

PFGSNI 6FAGAYT F2NI LYy FLILINPLINAEFGS LISNA2R 2F (GAYSsT Of A0}
SmartWorx Hub.

Clicking orSync Mapgells the device to uploads discovered maps. This should be done after the application has
discoverel all slaves on the Modbus network and before enrichment data has been entered.

Any maps on the device which have already been enriched will retain their data. After syncing, the Slaves grid will
be populated with the discovered maps. As no enrichmené dsavailable, most fields will appear as undefined.

Slaves =
Port + Slave MName Description Location
R5485 1 undefined undefined undefined = Edit
R5485 2 undefined undefined undefined = Edit

Dashbeard > Devices » Manage Device > Seftings = Slave

Push to Device Exit Editor
Meta Inputs (1x) Coils (0x) Holding Registers (4x) Rules and Topics

Address Bit Offset Name Alias Data Type Width Zero Value Max Min Scaling Units Num Value Str Value
38 undefined undefined UINT16 16 undefined = o
39 undefined undefined UINT16 16 undefined = o
3 undefined undefined UINT16 16 undefined -
7 undefined undefined UINT16 16 undefined -
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You will now be able to edit these maps to add enrichment data and ev@aesChapters 9.4, 10 on how to do
this.

9.2 CREATE AN EMPIIYAVE MAP

Push

i Any slave information learned by the device

will be over-written

-_\'— =
v _V_

Clicking orNew Mapallows you to enter an empty slave map. Enter a slave number between 1 and 247 and click
OK The map is then displayed on tbecoderscreen and may now be edited.

Enter a Slave between 1 and 247

Existing slave with the same ID will be overwritten!

23|

haalicnn befanceiy

I Entering a Slave number which already exists on the system will overwrigistieg map
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9.3 IMPORT A SLAVEAM

Load Map
Optionally Enrich F,’:"“:'-':!

Push

= | Any slave information leamed by the device
[ le

will be over-written

You may imporas complete set of pr@repared Slave and Register information, complete with full enrichment.
If you wish to do this we recommend that you begin by exporting as much of the mapping information as you can
from your Modbus control system.

You will need to manipulate your exported data into one of the formats required by the SmartWorx Hub import
utility.

Click onLoad Mapto import existing slave maps. You can import multiple maps using the Ctrl and Shift keys when
selecting maps to be imported. Supported formats ggen,.xIs andxIsx. Please refer to Appendix 2 for more
information.

Once imprted, you can editthedataih Ay S 2y { YI NI22NE 1dzo> 4 RSAONAOGSR Ay

9.4 EDITING SLAVES

While editing Slaves, SmartWorx Hub will be in Editor Mode.
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|9.4.1 UNDERSTANDINGUR SLAVE EDITOR

Dashboard > Devices > Manage Device > Settings > Slave

m Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) Rules and Topics

Description Install Date Location Manufacturer Name Product Code Byte Order Version

Simulated Data 27 May 2016 Oranmore BB No Swap

Editor Button ‘ Description

Save Save all current changes to the SmartWorx Hub Database.

'aS GKAA odzild2y ¢KSy @&2dz ¢lyld G2 al @S
your edits to the device just yet.

If you get interrupted, or SmartWorx Hub times out and logs gff, you will be able to
resume editing from where you last Saved.

Push to Device Push the current state of configuration for everything in the Slave Editor tabs to the
SmartSwarm device.
Use this button when you want to deploy your edits, so that they take effect on the
SmartSwarm device.

Exit Editor Exit Slave Editor mode.

Note that when you exit the Editor you will be promptedStay on pagéf you have
unsaved changes.

Please rememér to Saveyour changes as you make them, andPashthem as often as
necessary

Tablel7. Editing Slave Maps

|' When you exit the Editor you will be prompted to Stay or Leave page if you have unsaved chan
- you Choose Leavgour changes will not be saved.
Context Button ‘ Tab  Description |
]
Inputs (1x) Delete a row from the panel context.
Coils (0x)

Input Registers (3x)
Holding Registers (4x)
Rules and Topics

i Inputs (1x) Add a row to the panel context.
Coils (0x)
Input Registers (3x)
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HoldingRegisters (4x)
Rules and Topics

Save Rules Rules and Topics Save all current rules/events changes to the
SmartWorx Hub database.

'aS GKA&A odzild2y KA S
and Topics.

Push Rules Rules andopics Push all existing (saved) rules/events to the
SmartSwarm device, so that they can take effec

Tablel18. Editing Slave MapsRules

| Save does not write anything to the SmartSwalewice. You must push your changes to the devic
- apply the changes.

9.4.2 META DATA

The Meta tab allows you to add information about thi®dbusslave. Some of this information is then
automatically used (by default) to define the MQGpic on which data will be published.

ice > Settings > Slave

Dashbeard > Devices > Manage Devit ettin

m Inputs (1x) Coils {0x) Input Registers (3x) Holding Registers (4x) Rules and Topics
Description Install Date Lacation Manufacturer Name Product Code Byte Order Version
Fan 4 Apr 2016 Warehouse B+B Fanl BB-)O0 Swap Words only
| LT aSdlF 5F4F Aa LIRLMAEFGSR GKS Odzali2zy davee
- Description and Name fields as entered in the Meta Data tab:

E.g. <Location>/<Description>/<Name>

Whenconsidering topic design, it is important that the topic hierarchy is carefully chosen to facil
aSFENDKAY3I YR FAEGSNAY3I dzaAy3a gAft ROFNRaod L

Warehouse/Fan/Fanl.
CKS Odzadi2Y QI fdBLKRQE (iEKSaaas ¢cRSTI dzAf G dzai
0KS a5STlhdzZ G ¢2LAO0E D

Field Map Property ' Description

Description description Userdefined text e.g. Fan

Install Date installation_date Date the slave was installed on your network
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Location location Userdefined texte.g.Warehouse/Room401
Manufacturer manufacturer Userdefined text (Usually the manufacturer of the slavg
Name name Userdefined texte.g.AHU Fan
Product Code product_code Userdefined texte.g.Wil-Flex450
Byte Order value_byte order This is how Floating Point and-BR data is ordered wher
it is transmitted by the slave within the register.
No Swap
Swap Bytes and Words
Swap Bytes only
Swap Words only
Version version Userdefined texte.g.4.1
Table19. Meta Data tab
| Iy avee ¢2LIAO KASNI NODKe OFy 0S8 aLISOAFASR o
- fields. This hierarchy is not limited to 3 levels of <Location>/<Description>/<Name>

9dId (KS (DEIi2 (aRA WBIKRBIzEk w22Ynnanmé Oy 0S8 Syl

Click on a cell to enter edihode. Use the tab key to navigate between cells. If the data entered is
invalid, the celtolorwill change to red. Pressinige ESC key while in editode willrestore the original
value.

Address must be between 0 and 65535

T
Save Push to Device Exit Editor

Meta Inputs (1x) Coils (0x) put Registers (3x) Holding Registers (4x) Rules and Topics

Address Bit Offset Name Alias Annotation Data Type Width Zero Value Max Min Scaling Units Num Value Str Value

ﬂ INT16 16 0 65535 0 1 -l

Changes are automatically saved when moving to a new tab.

9.4.3 REGISTERS

The application supports the 4 Modicon register types i.e. Coils, Discrete Inputs, Input Registers and Holding

Registers.

Cail (0x) 0-65535 000001 to 065536
Discrete Input (1x) 0-65535 100001 to 165536
Input Registers (3x) 0-65535 300001 to 365536
Holding Registers (4x) 0-65535 400001 to 465536

Table20. Register Types
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| On SmartWorx Hub, for each register type, the address entered corresponds with the Modbus |
. offset for that specific register type.
E.g. Holding Register address 5 corresponds to register 400006

Click on the appropriate tab to view registers.

19.4.3.1 INPUT REGIBRS AND HOLDING REEHRS

Dashboard = Devices » Manage Device » Settings = Slave

Meta Inputs (1x) Coils (0x) Input Registers (3x) F. plding Regis ,.“._;,_,4 Rules and Topics

Address Bit Offset Name Alias Data Type Wwidth Zero value Max Min Scaling Units  Num Value Str value

4352 0  Speed INT16 16 0 0 0 1 rpm -l
4353 0 Type of Application INT16 16 0 0 0 1 -l
4354 0 Measuring System INT16 16 0 0 0 1 -
4355 0  Interval Time INT16 16 0 0 0 1 -
4356 0 Position Selector, 3 INT16 16 0 0 0 1 -l
4357 0 | Position Selector, 2 INT16 16 0 0 0 1 -
4358 0  Position Selector, 1 INT16 16 0 0 0 1 -
4359 0  Position Selector, 0 INT16 16 0 0 0 1 -l
4360 0  Filter Span Parameter INT16 16 0 0 0 1 -l
4361 0  Filter Coefficient INT16 16 0 0 0 1 -
4362 0 RS485 Address INT16 16 0 0 0 1 -
4363 0  RS485 Baud Rate INT16 16 0 0 0 1 -l
4364 0 ID Code of User 1 INT16 16 0 0 0 1 -
4366 0  ID Code of User 3 INT16 16 0 0 0 1 -

ltem Map Property \ Description

Address address Index from the register type base address

Bit Offset address_offset Starting position within the register, counting from the least

significant bit.

Thedefault is 0, which is appropriate for all nédnum Data
Types.

An Enum Data Types is used to represent a register that is
used for multiple purposes (e.g. using individual bits, or bit
fields).

In the case of an Enum Data Type, the Bit Offset, Widtm N
Value, and String Value fields are relevant.

62



BB SMARTWORX

bowered by SmartSwarm 300 Series

Name name A description of the register function e.g. Energy Meter

The Name field is not used for any algorithmic purpose witlj
the Device: it will become part of the enrichmediata
published for this Raster.

Alias alias An alternate name for the register e.g. Power Usage

The Alias field is not used for any algorithmic purpose withi
the Device: it will become part of the enrichmetdta
published for this Register.

Data Type datatype Dropdown list of data types.
{SS &aSOiGA2y a5F 0l ¢eLSaso
Width length Register data width.

For 16 and 3dit data types this cannot be changed. For oth
types the width can be from 1 to 32.

For Enum types this is used in conjunction with Bit Offset.
Width specifiesthe bis A RG K 6 S®3 @ -width of &
4 bits) within the register;

Bit Offset specifies the starting position of those 4 bits withi
the register.

Zero Value zero_value Zero calibration value for this register.

This is an impdant value in converting from the Modbus
Register Value to a conteatvare Enriched Value.

The equation used to enrich the Modbus data is:

Enriched_Value = (Modbus_Register_Value
/ Scaling) + Zero_Value

See examples given below.
Max max The expected Maximum Enriched value for this register.

E.g. If we know that the register value represents temperat
with a maximum value of 100 degrees Celsius, the value
SYGSNBR KSNB g2df R 6S amnn

This Max field value is not used for any algorithimirpose
within the Device It will become part of the enrichmerdata
published for this register.

It should be used as an indicator of what the maximum
enriched value is expected to be.

Exception to this ruleForCounterData Type, Max is the
rollover value of the register.
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Min min The expected Minimum Enriched value for this register.

For examplefiwe know that the register value represents
temperature with a minimum value of O degrees Celsius, th
@t dzS§ SYyGidSNBR KSNB ¢2dzx R 0

This Minfield value is not used for any algorithmic purpose
within the Device It will become part of the enrichmerdata
published for this register.

It should be used as an indicator of what the minimum
enriched value is expected to be.

Scaling scaling Data galing factor to be used

This is an important value in converting from the Modbus
Register Value to a conteatvare Enriched Value.

The equation used to enrich the Modbus data is:

Enriched_Value = (Modbus_Register_Value
/ Scaling) + Zero_Value

Seethe examples given below.
Units units The unit of data e.g. kWh, Hz, Deg. C, Deg. F

For examplefiwe know that the register value represents
temperature, and we want to represent the temperature in {
/| St aAdza a0l tSx ¢S ¢g2dzdZ R Sy
This Unitdield value is not used for any algorithmic purposq
within the Device It will become part of the enrichmerdata
published for this register.

Num Value num This field is only relevant for Enum data types.

The Num Value field enables us to specifyumaric value
that we can use to addontextualizedmeaning to each
relevant state of biffield data.

E.g. A 16 bit register may be represented by an Hbata
Type. Each bit of the register might have a unique and
significant meaning. For each bit there can be two possible]
states: 0 or 1. We can create a row in the Register Table th
represents each bit in the Register (using Bit Offset and Wi
fields).For each row, we can apply meaning:

bdzY Il tdzS I nT { GNJ I £ dzS
bdzY Il fdzS I mT {dGNJ £ €tdzS T

This Num Value field is not used for any algorithmic purpod
within the Devicelt will become part of the enrichmertata
published for this register.

64



BB SMARTWORX

bowered by SmartSwarm 300 Series

Str Value val This field is only relevant for Enum data types.

The Str Value field enables us to specify a string value thaf]
can use to addontextualizedneaning to each relevarstate
of bit-field data.

E.g. A 16 bit register may be represented by an Enum Data
Type. Each bit of the register might have a unique and
significant meaning. For each bit, there can be two possiblé
states: 0 or 1. We can create a row in the Regisabitelthat
represents each bit in the Register (using Bit Offset and Wi
fields). For each row, we can apply meaning:

bdzy =l fdzS I nT { GNJ I £ dzS
bdzY =l fdzS I' mT {dGNJ £F€tdz§S T

This StValue field is not used for any algorithmic purpose
within the Device It will become part of the enrichmerdata
published for this register.

Table21. Input Register and Holding Register editable fields

9.4.3.1.1 EXAMPLE BSF ZERO VALUE ANRAISEG

Condiselan example where a Modbus slave uses @it ADC taligitizea 420mA loop sensor which is measuring
temperature. The register value ranges from 819 to 4095, corresponding to a temperature range of 0 to +10°C.

Theenri ched value will be calculated as
(Modbus Register Value / Scaling) + Zero Value

It is recommended to draw the graph of input (réodbusregister value) and output (enriched value) in order to
calculate the Scaling and Zero Value. Note that we assume that the relationship is linear.
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Enriched
Value

10

[sn]

Raw Register

0 y . Value
1 s 10 2000 3000 4000
- 7

Y 819 4095

From the graph, we can calculate the slope as
Y& ¢ n-@&——=0.00305
The Scalingfactdtrd G KS Ay @SNBRS 2F GKAad LG OFry Fftaz2 o6S GK2dzaKi
YO & o QER-=327.6

The Zero Value is where the graph intersects thaxi¥. It can also be thought of as the Enriched value that
corresponds to a RaModbus Register value of 0.
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We can repeat this same example using an Enriched Value in degrees Fahrenheit instead ofGkdgiezsthe
register value ranges fro 819 to 4095, corresponding to a temperature range of 32 to 50F.

Enriched
Value

50

' 3

40

30

27.5

20
10
0 » Raw Register
Value
0 10 2000 3000 4000

819 4095

Now the calculations are as follows:

"Ya € -Q———=0.00549
¢CKS {OFftAy3 FIOG2NI Aad (GKS AYyOSNBS 2F (KAgaph.LG OFy Ffaz
YOO o Q0= 182
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The Zero Value is where the graph intersects thaxi¥. It can also be thought of as the Enriched value that
corresponds to a Raw value of 0.

., . 0C OQlwa 6 Q
Ya € NQ
W T

DQICEDA 6 D¢ Yan@Wpw ¢ @

| SNBQa s6KIG GKS&asS (g2 SEFYLXSE g2dAd R 221 tA1S 2y { Yl NJ

Meta Inputs (1x) Coils (0x) Input Registers (3x) F..-........-.H,.,..q.-._n4 Rules and Topics
Address Bit Offset Name Alias Data Type Width Zero Value Max Min Scaling Units Num Value 5tr Value
0  Temperature in Celsius Celsius Example UINT16 16 -25 10 0 3276 DegC -
[ 0 | Temperature in Fahrenheit Fahrenheit Example UINT16 16 275 50 32 182 DegF - s

29.4.3.2 DISCRETE WINIF5 AND COILS

Dashboard = Devices > Manage Device » Settings > Slave

Coils (0x) Input Registers (3x) Holding Registers (4x) Rules and Topics

Address Name Alias Str 0 Value Str 1 Value

40 Door 1 Room104 Closed Open -

41 Door 2 Room104 Closed Open -

42 switch 1 SW43 Off On -
ltem \ Map Property \ Description
Address address Index from register type base address
Name name A description of theegister function e.g. Pump Status
Alias alias An alternate name for the register e.g. Heating Pump 1
Str 0 Value valo Enriched string for a value of zeeay. OFF
Str 1 Value vall Enriched string for a value of omey.ON

Table22. Discrete Input and Coil editable fields

9.4.4 DATATYPES

Data Type Address Bit Name  Alias  Width Zero Max  Min Scaling  Units Num Siig

Offset Value Value = Value
ENUM “H “H “H “H “H "H "H
UINT16 H H H H H "H "H "H "H "H
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INT16 H Rl ol R 8] "] H][H"] H ™
UINT32 H Hl o3| 5] "% | 5] "] H "
INT32 H Hl o8| 5] " | 5" H ™
FLOAT32 H Hl o3| 5] "% | 5] "] H "
STRING H Hl 5 | 5] =5 | H

COUNTER| "H 0] H | H | H | H w H ™

Table23. Data Types and Field Values

Registers which are discovered will have no meaningful information filled in.
Some cells such as Num Value and Str Value are only applicable to ENUM data types and will have no effect if filled
in for other data types. Moving the mouse over a cell wdidate if the cell is valid for the selected data type.

19.4.4.1 ENUM
I 2Y0AYFGA2y 2F o0Ada NBLNBaSydAy3d | Nry3dS 2F RAAGAYOU Yy

19.4.4.2 UNT16
Unsigned 16 bit integer, range-5535 .

19.4.4.3INT16
Signed 16 bit integer, rang82,768 to 32,767 .

19.4.4.4 UINT32
Unsigned 32 bit integer, rangeto 4,294,967,295 .

19.4.4.5 INT32
Signed 32 bit integer, rang2,147,483,648 to 2,147,483,647 .

19.4.4.6 FLOAT32
Signed 32 bit floating point, rang8.4E+380 +3.4E+38 .

19.4.4.7 STRING
Collection of Registers representingpl® ASCltharacters. The width of this field should be set to the length of the
string multiplied by 8.

19.4.4.8 COUNTER
Combination of bits representing a raVer counter. For examglan 8bit counter would range from 0 to 255.
When it reaches 255, the next increment will cause it to-oolr to O again. A 1Bit counter would range from 0
to 65535.

For rules purposes, the counter is assumed to always increment, never decremeexafyle for an 8bit

counter a reading of 254 followed by a reading of 4 would be treated as an increment of 22%40-1-2-3-

n X

The max value is not forced to be the maximum value determined by the bit width of the counter. It canibe less
required. For example, if anldt counter has a max value of 100, then the internal counter is assumed to rollover
at 100. This allows digital counters to be handled, such as an electricity meter or vehicle odometer.
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¢KS yIF{idz2NB 2F | O2dzyiSNI I fa2 KlFa AYLIAOIGAZ2Yya F2N) 4KS
621 9b0E D

19.4.5 ADDING REGIRE

To add a register click tiicon. This will create a new row with the same values as the current muer fhe
Address and fill in the other fields as required.

19.4.6 EDITING REGERS

29.4.6.1 DISCRETE INIFS AND COILS

Discrete Inputs and Coils can only have a value of zero or one. These can be enriched using the Str 0 Value and Str
1 Value columns.

Dashboard = Devices > Manage Device = Settings = Slave
Save Push to Device Exit Editor
Meta puts (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) Rules and Topics
Address Name Alias Str 0 Value Str 1 Value

40 Input-1 SW-43 OFF ON -l

41 Input-2 Door 1 Open Closed - s

42 Input-3 Tank 1 Empty Full - s

29.4.6.2 INPUT REGERS AND HOLDING REERS

By default, discovered Holding and Input registers will have a DataType of UINT16 when displayed. The user should
select the correct Data Type for each register.

9.4.6.2.1 THE ENUMADA TYPE

GObFfaall yRa T2N] SydzYSNI SR G8LJ5® LG nebebvdldes G KF G GKS NBI.
When entering ENUM data types, an entry must be made for each enum value. i.e. If there are 2 enums

representing ON and OFF, then 2 rows must be entered foreister.

In the example below, Register 614 is an ENUM type which uses Bit 0 to encode 2 possible states: 0 and 1, which
KIS SYNAROKSR @FftdzS&d 2F ahCCé |YyR Ghbéd b23S K2g ¢S dza:
bit zero of the regiter.
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Dashboard > Devices > M €
Push to Device Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) LI nlding Regis :'HIHJ Rules and Topics

evice > Settings > Slave

Address Bit Offset Name Alias DataType Width Zero Value Max Min Scaling Units Num Value Str Value
614 0 Drive Enable ENUM 1 0 OFF -l
614 0 Drive Enable ENUM 1 1 ON -l

In the next example, Register 40 is also an ENUM type which uses the first 3 bItS of the register.

N

AG n KF&a w aidldasSay atszLJ h¥FFé YR atdzYL) hyé o
AG M KF& w adldSay ab2NXYIFE hLISNIGA2yé YR adaiy { LIS
AG n KF& w adlidasSay Eab[z_J}SNSIRfscmLJSNJ GA2y¢ YR dal
b23S K2¢ 2yS NBIAAGSNI O2y FAIdzNBR a F aoAd FASERE Ay G
Dashboard > Devices > Manage Device » Settings > Slave
0 s
Meta Inputs (1x) Coils (0x) Input Registers (3x) F“-”- g Reg m'nlii4 Rules and Topics
Address  Bit Offset Name Alias Data Type Width Zero Value Max Min Scaling Units Num Value Str Value
1 0 SetValue UINT16 16 0 200 0 1 0.5% -
40 0  Pump Command ENUM 1 0  Pump Off -
40 0 Pump Command ENUM 1 1 Pump On -l
40 1 Pump Command ENUM 1 0  Normal Operation -
40 1 Pump Command ENUM 1 1 Min Speed -
40 2 Pump Command ENUM 1 0  Normal Operation -
40 2 | Pump Command ENUM 1 1 Max Speed -l
42 0 | Operation Mode ENUM 16 0 140 0 1 0 Unknown -
42 0 | Operaticn Mode ENUM 16 0 140 0 1 1 -
42 0  Operation Mode ENUM 16 o 140 o 1 2 -l
42 0 | Operation Mode ENUM 16 0 140 0 1 3 dp-cregulation -
42 0 | Operation Mode ENUM 16 0 140 0 1 4 | dp-vregulation -
42 0  Operation Mode ENUM 16 o 140 o 1 5  Reserved -l
42 0 | Operation Mode ENUM 16 0 140 0 1 6 dp-T regulation -
42 0 | Operation Mode ENUM 16 0 140 0 1 140 PID Control -

Another common ENUM scenario uses the value of the whole register to encode a single state. In the above
screenshot Registet2 represents one state variableat can have multiple possible values.

l The Min, Max, Units, Num Value and Str Value fields are not used for any algorithmic purpose
- the DeviceThe data entered for these fields will become part of the enriategd published for the
register.

The Zero Value and Scaling fields are used to scale thieloallvusvalue into an enriched value: For
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ENUM data types this could alter the intended meanifhiglodbusNB I A & G SN ! yf S &
recommend leaving these fields in their default states (Zero Value = 0; Scaling = 1).

Dashboard > Devices = Manage Device = Settings = Slave

Meta Inputs {1x) Coils (0x) Input Registers (3x) F.Au,u.”u“u_w4 Rules and Topics

Address  EBit Offset MName Alias Data Type Width Zero Value Max Min Scaling Units Num Value Str Value
65 0 | Flow Vahse ENUM 2 1 Valve Open -
65 0 | Flow Valve ENUM 2 0 Valve Closed -
65 0  Flow Vahe ENUM P 2 | Valve Transition - o
65 2 Prassure Valve ENUM 2 1 Valve Open -
65 2 Prassure Valve ENUM 2 0 Valve Closed -
63 2 | Pressure Yalve ENUM 2 2 | Valve Transition -
14 &  Contrel Room Door ENUM 2 0  Door Closed -
14 8  Control Room Door ENUM z 1 Door Open -
14 &  Contrel Room Door ENLM 2 2  Door Openin -
14 8 Contral Room Doaor ENUM 2 3  Door Closing - s

In the above screenshot Registers 65 and 14 are ENUM types.
Register 65 usdsvo 2-bit values to represent the state tfvo Valves.
The 2bit width allows up tdfour states for the Valves: in the example shown, dhlge states are defined.

Register 14 uses alfit width to encode 4 states to represent the current status of a contooim door.

Register 65, Bit Offset 0, htiseea (i I 41 S&ayY daxI t @S hLISYyés G+t @3S / f2aSRES
Register 65, Bit Offset 2, htiseea (i I 41 S&ayY da+It @S hLISyés G+t @3S / f2aSRES
Register 14, Bit Offset 8, htmura G 6 S&Y G 52200 H HFIZVESReéE5 BRI h LISy Ay I s

9.4.7 DELETING RETERS

To delete a register, Click the icon. A confirmation dialog is displayed. Cliikto delete the register. The
register is now removed.

| No changes will be made to the device uthi@ Push to Devicéutton has been clicked
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10. RULES AND TOPICS

10.1 INTRODUCTION

The SmartSwarm 351 converts Modbus data to MQTT.
In the process it adds data enrichment, including scaling factors andda¢sa
By default, all data is blockednd nothing is published on MQTT until you specifically allow it.

Bear in mind that even a slow serial network, running continuously, can create a lot of data.-Bad&DfAetwork
running at 50% bustilizationgenerates 1.5GB of raw data every month: dnig is significantly increased by the
enrichment process. If you are transporting the MQTT data over cellular you probably cannot afford to publish
everything, and it is unlikely that your cellular connection and cloud service would keep up with thmedst
enricheddata rate.

Decoder

Enrichment,

Modbus MQTT

Scaling, Meta Data

¢tKS 45S502RSNE AYGSNFIFOS 2y { Yl N2 2NE Mddousdaty ladthénd & 2 dz (|
to apply rules for your enriched data.

If you want some specific data to be published on MQTT, you must atidia$NJ & NXzft S¢ & | NHzZ S KI a
Anevent which determines WHEN data will be published;
Apayload which determines WHAT data will be published.

| Enrichment is done before Rules are applifids means that all Rules created will apply to the
L enriched data.

If scaling has been applied for a registering the enrichment proceshe Rules you create will app
to the enriched and scaled data for that register.

If you have not applied emtiment for a register, the Rules you create for that register will apply t
the rawModbusregister data.
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The published Payload data will have all of the enrichment data included.

You then specify HOW you want the data to be publisited.example, pwhat MQTT topic, with what QOS, etc.

The Rules and Topics screen is visible as a Tab in the editor for each slave. For example:

Devices = Manage Device = Settings = Slave

Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)

Push Rules Register 0 HR

Threshold: | 110 Hysteresis: | |

Address Type Name Units Event Payload QoS Retain MQTT Topic Default Topic
0 HR HR_O High Threshold Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
1 HR HR_1 None Default Exactly Once 7 -
0 IR IR0 None Default Exactly Once 7 -
0 Cs CS 0 None Default Exactly Once 7 —
0 | Nor Default Exactly Or 7 -

By default, only one event is displayed for each available register.

¢2 FRR | y2iKSN S@S yreduiredredister] Thig WilBaddiatslaplicatei ranyfor thaf redisterS
Edit the event details and cli§ave Rules

When savingules, an error message will be displayed if any required parameters for an event are missing.
Once rules have been saved, dicish Ruleto apply the rules to the device.

The following fields are editable in the Rules and Topics tab:

ltem Description

Event Select the event type from a dropdown menu

Payload Select what to publish from a dropdown menu

QOs Quality of Service

Retain Instructs the broker to retain the last published message on this topic
MQTT Topic Topic to publish on

Default Topic The default topic will always be

Swarm_ID/Device_ID/Port_ID/Slave_ID/Register_Type/Event
E.g.0/700000/1/1/HR/SCHEDULING. This can be turned on or off
C Delete this rule

+ Add a new rule to this register
Table24. Rules and Topics fields
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10.2 EVENTS (WHEN)

On any row in the Rules and Topics table, clickihentfield to see the dropdown list of available events:

Dashboard > Devices > Manage Device > Settings

= Slave

Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)
Push Rules Register 0 HR
Address Type Name Units Event Payload QoS Retain MQTT Topic Default Topic
0 HR HR_0O MNone ¥ gult Exactly Once Test_Rack/Slave_1/Power_Meter 7 - ol
1 HR HR_1 Read It Exac 7 -
Change
0 IR IR_O Delta It Exactly Once 7 -
High Thresheld
0 cs S0 Low Threshold ¢ Exactly Once v -
High Rate
Low Rate
0 It Exactly Once -
- Scheduled - = =
Global Read
| Global Change |

Note: Only one instance of each event type should be added to a register. Adding multiple events of the same type
will have no effecgtas only the first instance of the event will take effect.

Thefollowing tablesummarizeghe available event types:

Event ' Description

None The default selection. Nothing will be published.

Read Trigger when the register is observed on the bus. Use with extreme caution as this ca
result in a substantial amount MQTT data being published.

Change Trigger when the enriched register value changes from the last observed value.

High Threshold | Trigger when the enriched register value goes above a threshold.

Low Threshold | Trigger when the enriched register value gbetow a threshold.

Delta Trigger when the enriched register value changes by a specified amount from the last
published value.

High Rate Trigger when the rat@f-change of the enriched register value increases by more than {
specified amount in a speafi period.

Low Rate Trigger when the rat@f-change of the enriched register value decreases by more than
specified amount in a specified period.

Scheduled Trigger periodically, on a usdefined interval.

Global Read 'a FT2NJ awS | Ré¢ Iregisuzidf thisliypdf A S& G2 ! b,

GlobalChange |! & F¥2NJ &/ KIyaSés odzi F LI ASa (2 ! b, NB

Table25. Event Types

The following tablesummarizedow each event type may be used with each register type:
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Input Registers,

Holding Registers
. ENUM  Numeric  STRING  COUNTER

Read

Change
High Threshold
Low Threshold

Delta
High Rate

Low Rate
Scheduled
Global Read
Global Change

Table26. Events and Data Types: cressference

'4bdzYSNAO¢ YSIya lye 2F GKS F2tf26Ay3a RIEGE GeLSay

Each event type is discussed in more detail in the following sections.

10.2.1READ

Trigger a publish when a register has been read (or written) by the Modbus master.

This event is applicable to any register type and any data type: For a counter it returns the raw value of the
register, not the accumulated value.

Input Registers,

Holding Registers
ENUM Numeric STRING COUNTER

Read
Table27. Read Event

l4bdzY SNRA Oé YSIya Fye 2F (GKS F2tt2¢6Ay3 RIGE GeLisay
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In SmartWorx Hub, when you select this Event tyjge further configuratioris required:

Address Type Name Units Event Payload QO0s Retain MQTT Topic Default Topic

0 HR HR_O Read Default Exactly Once 'm Test_Rack/Slave_1/Power_Meter 7l -

Modbus Master SmartSwarm 351

MOTT Client

Read register in question

I Response Publish

—
——

Read other register

Response

1
-_—
- —
| .
L]

| Write register in question

Response Publish

N _Y__

10.2.2 CHANGE

Trigger a publisivhen an enriched register value changes.

This event is applicable to any register type and any data type:

Input Registers,

Holding Registers
\ ENUM Numeric STRING COUNTER

Change

Table28. Change Event
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In SmartWorx Hub, when you select this Event type on an Input or anGdilither configurationisrequired.
However, if it is selected on an Input Register or a Holding Register, an additional field appears at the top of the
table:

Dashboard = Devices = Manage Device = Setlings = Slave
Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) F ;; 1 :. p ;q
Push Rules Register 0 HR

Change by: | percent

Address Type Name Units Event Payload QOSs Retain MQTT Topic Default Topic
0 HR HR_O Change Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
1 HR HR_1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 - o
0 IR IR_O None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 - o
0 Cs CcS_ 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 Is 15 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 - o

Ly UKS &/ RIAVGIRIO&2dz YIeé SYUSN I LIISNOSydl3Is @grtdzsSd ¢KS

enriched register value has changedrhgre than this value. The default value is 0%, which means that ANY
change will constitute a trigger event.

The following example shows a register that usually has a numeric value of 100, but with occasional deviations.
The red annotations show when MQTT publishes will be triggered, assuming that a Change rule is applied, with
G/ KIy3asS oéeé¢ ' m:Y

85
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Note that weget only 13 MQTT messages, as opposed to 68 if we had used a Read rule.

C2NJ Iylrf23 RFEGF AG LINRPoOolofeé R2Sa y2i0 YI1S asSyasS G2 ONSBI
will inevitably cause the leasignificant bits to change all the tim&his will trigger a lot of MQTT publishes, which

YIe £SIR G2 F tFNBS OSttdzZ I NJoAffd ¢KS a4/ KFEy3aS o6eé¢ FASH
I 2ytGAydAay3a GKS SEIFYLES 020353 AT & cahlellifedhe humbekof y 3 S NIzt
MQTTmessages from 13 to 4:
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It is important to remember that the change is measured with respect to the last time the registerbsass/ed on
Modbus not to the last time it wapublished on MQTT

In the diagram above, the green bars represent the +10&hgé that is dynamically calculated after each new
sample is received.

_Af'\f\f\f\
A7/ N

An MQTT publish wille triggeredonly if the next sample value lies outside of the allowed ramgpresented by

the green bar.
C2NJ) GKS &/ KIyasSé¢ S @S yrélatiiedhhi§ecargby spécifidd. ThaSreENS tfidiactd@abechadde)
in value required to trigger an event will vary.
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The following example shows a numeric register that ramps monotonically from 0, incrementing by 1 on each
Modbus master access. The red annotati@ihow when MQTT publishes will be triggered, assuming that a Change
NHz S A& LXK ASRET 6AGK &/ KFy3aS o6eé I' MmE:o

If the register has not been seen on the bus before, then the first value of 0 is considered to be a change

of 100%. So the value of 0 triggea publish.

If the current enriched register value is 0, then any 1zeno value is considered to be a change of 100%.

So the value of 1 triggers a publish.

The next change from 1 to 2 represents a 100% change, which is greater than 10%.

A change from 2a 3 represents a 50% change, and so on.

A change from 10 to 11 represents a 10% change, which is not greater than 10%. The value of 11 does not
trigger a publish.

As the enriched register value increases further, the absolute change of 1 becomes snpleemage

terms. No further MQTT publishes are triggered.

For a slavevaveform like thissou probably want to specify aabsolutechange. See the Delta event type below.

10.2.3 DELTA

Trigger when the enriched register value changes from theplaistishedvalue.
This event is only applicable to Input Registers and Holding Registers, not Discrete Inputs and Coils.

It is only applicable to numeric data types, and the counter data type:
It is only applicable to numeric data types, and the countaa type:

Input Registers,
Holding Registers

‘ ENUM Numeric STRING COUNTER
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Delta
Table29. Delta Event

Note: As explained in the Counter section, a counter is always increasing. A drop in ealsiemed to indicate a
single rolover event. Therefore, for an8it counter (range 0 255) a change in value from 254 to 253 is an
increase of 255, not a decrease of 1.

Likethe Change event 2 dz Ol y Sy i SNJ laftedskléclinghg Beltaedest ty lori adzSyister:

Dashboard = Devices > Manage Device > Settings > Slave
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) F ;; 1 ;. D ;q
Push Rules Register 0 HR

Change by: 8

Address Type Name Units Event Payload Qo5 Retain MQTT Topic Default Topic
0 HR HR_O Delta Default Exactly Once Test_Rack/Slave_1/Power_Meter i -
1 HR HR_1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 IR IR_0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 CS CS 0 None Default Exactly Once i -
0 Is IS 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 - s

The MQTT publish will only be triggered if the enriched register value has changeshbsr than or equal tahis
value,compared to the last time it was published.

The following example shows a register that ramps monaalhi from 0, incrementing by 1 on each Modbus
master access. The red annotations show when MQTT publishes will be triggered, assuming that a Delta rule is
F LI ASRSE 6AGK G/ KIFy3S o0éé¢ ' o

I
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110.2.4 HIGH THRESHDL

Trigger when the enriched register valinereases above a fixed threshold.
This event is only applicable to Input Registers and Holding Registers, not Discrete Inputs and Coils.

It is applicable to numeric data types only. It is not applicable to a couteounter is a rollover data typed so
we have no record of its true accumulated value on which to base the threshold.

Input Registers,
Holding Registers

ENUM Numeric STRING COUNTER

High Threshold
Table30. High Threshold Event

When you select the High Threshold event type on a register, you must terddields:

Manage Device = Settings = Slave

Exit Editor

Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)
Push Rules Register 0 HR
Threshold: | 40 Hysteresis: | °
Address Type MName Units Event Payload Qo5 Retain MQTT Topic Default Topic
0 HR HR_O High Threshold Default Test_Rack/sl v -
1 HR HR_1 None Default r_Meter 7 - ol
0 IR IR_O None Default Exac r_Meter 7 -
0| Cs C5_0 None Default Exactly Once r_Meter 7 -
0I5 IS5 0 None Default Exactly Once r_Meter 7 -

TheThresholdfield specifies the value above which the register must increase in order to trigger an
MQTT publish.

TheHysteresidield allows you to prevent mufiie MQTT publishes due to process noise. Once the
register has crossed the Threshold value in the positive (increasing) direction, it must cross the value
[Threshold- Hysteresis] in the negative direction before it is considered to hax@assed.

' NOTE: This rule is significantly different from the previous rules discussed above, because it is S
° For example, Wwen theHigh Threshold is crossedeither direction an MQTT publish will be triggered
But if the register remainabove (or belowdhe thresholdho further messages will be publishéah.
MQTT publish will occanly onstate transitions
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Value Crosses Threshold,

INCREASING

Alarm OFF Alarm ON
g9 »
N ]

A

Value Crosses Threshold,
DECREASING

The following rules are STATEFUL: High Threshold, Low Threshold, High Rate, Low Rate.

The following example shows a register that follows a sinusoidal waveform. The Modbus Master is polling the

NEIAAGSNI SOSNE HnnYaod ! dadzyS dGKIFG | al A3IK ¢KNBaKz2ft Ré NJ
red dots show samples which areaie the Threshold. The red callouts show when MQTT publishes will be
triggered:
Register
value 4

70

60

50

40 Fhreshold Y

Hysteresis Ak ————————————
30

=
L

20

i

0 1 2 3 4 5 6 Time

Note how onlytwo MQTT messages are published:
One when the value changes from below the threshold to above;
One when the value changes from above the threshold to béfoimus the hysteresis).

The default value of the Hysteresis field is 0 (zero), which means no hysteresis:
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Thrashchl

(Mo Hystergsis)

Note how 5 MQTT publishes are caused by the multiple threshold crossings.

Using a bigger value for Hysteresis provides more noise rejection:

Hysteresis

10.2.5 LOW THRESHOLD

Trigger when the enriched register value decreases below a fixed threshold..
This event is only applicable to Input Registers and Holding Registers, not Discrete Inputs and Coils.

It is applicable to numeric data types only. It & applicable to a counteA counter is a rollover data type and so
we have no record of its true accumulated value on which to base the threshold.

Inputs, Input Registers,

Coils Holding Registers
\ ENUM Numeric STRING COUNTER

Low Threshold
Table31. Low Threshold Event
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When you select the Low Threshold event type on a register, you must evadields:

SmartSwarm 300 Series

Dashboard = Devices = Manage Device = Settings > Slave
Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)
| Push Rules Register 0 HR
Threshold: | 13 Hysteresis: 5
Address Type MName Units Event Payload Q05 Retain MQTT Topic Default Topic
0 HR HR_O Low Thresheold Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
1 HR HR_1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 IR IR_O None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 Cs cs 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 Is I 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -

TheThresholdfield specifies the value below which the register must decrease in order to trigger an

MQTT pubsh.

TheHysteresidield allows you to prevent multiple MQTT publishes due to process noise. Once the
register has crossed the Threshold value in the negative (decreasing) direction it must cross the value

[Threshold + Hysteresis] in the positive direotbefore it is considered to have-oeossed.

NOTE: This rule is STATEFOLexample, Wen the Low Threshold is crossed, in either direction, an
MQTTpublish will be triggered. But if the register remains below (or above) the threshold, no furth
messages will be publisheth MQTT publish will occonly on state transmissions

Value Crosses Threshold,
DECREASING
Y

Value Crosses Threshold,
INCREASING

The following rules are STATERUigh Threshold, Low Threshold, High Rate, Low Rate.

The following example shows the same register as before. The red callouts show when MQTT publishes will be
0NAIISNBRZ

FaadzyAy3d GKFG | a[ 26 ¢KNBAK2H5RE
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Notes:
On startup, if the first value is already below the threshold, that is considered a state transition. In this
case, the first value of 0 will trigger an MQTT publish.
When the value increases above the threshold (plus the hysteresigjublesh again.
When the value decreases below the threshold, we publish again.

10.2.6 HIGH RATE

¢CKS a1l A3K whkiSé NHz S gAft GNRAIIASNI 2y GKAIK NIXGS 2F OKIF
Trigger when the enriched register value has changed at agrateter thana certain rate.

Note: A counter is always increasing. A drop in value is taken as a rollover. Therefore, for an 8 bit counter-(range 0
255) a change in value from 254 to 253 is an increase of 255 not a decrease of 1

This event is only applicable to Input Registers andliiHgIRegisters, not Discrete Inputs and Coils.
It is only applicable to numeric data types and the counter data type:

Note: a counter is always increasing. A drop in value is taken as a rollover. Therefore, for an 8 bit counter<{range 0
255) a changen value from 254 to 253 is an increase of 2B%6Inot a decrease of 1.

Inputs, Input Registers,

Holding Registers
Numeric STRING COUNTER

High Rate
Table32. High Rate Event

2 KSy @2dz aSt SRS BAWIK2YwEHIGSNBIAAGSNE @2dz Ydzad Sy d SN
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Dashboard = Devices > Manage Device = Settings > Slave

Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)

| Push Rules Register 0 HR

Change: 10 per second

Address Type Name Units  Event Payload Q05 Retain MQTT Topic Default Topic
0 HR HR_O High Rate Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -l
1 HR HR_1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 IR IR_0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 CS Ccs 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 Is I 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -

The Change value represents the instantaneous rate of change per second. The MQTT publish will only be
triggered if the enriched register value has chanfgsterthan this

' NOTE: This rule is STATEFOLexample, Wen the Rate Threshold is crossed in either direction an
° MQTT publish will be triggered. But if the rate of change remains below (or above) the threshold
further messages will be publishe&h MQTT publish witinly occuron state transitions

Rate Crosses Threshold,
INCREASING L

A

Rate Crosses Threshold, ‘
DECREASING

The following rules are STATEFUL: High Threshold, Low Threshold, High Rate, Low Rate.

The following example shows a register that follows a sinusoidal waveform. The Modbus Master is polling the
NEIAEAGSNI SOGSNE wnnYad ! aadzyS GKFEG P al A3K wldSé Nz S A
sampleghat are above the Rate Thshold. The red callouts show when MQTT publishes will be triggered:
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Ly GKS RAFINIY 02088 (GKS IANBSYy GNRIFy3IfSa NBLINBaSyid GKS
sample is compared when it is received. At the top and bottom of awameethe rate of change is low, so the

trigger condition is not met.

Even though the Rate limit is specified in units per second, the system does not have to wait 1 second before
deciding whether or not to publish. Wheneusvo consecutive samples are mged, be they separated in time by
less than or morg¢han 1 second, the instantaneous rate of change is calculated. If the actual rate of change is
greater than the programmed threshold, the MQTT publish will be triggered.

In the following example, the btlbus Master is polling the same register at a much slower rate: once every 4
seconds:
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The second sample (actually, the first pair of samples) will trigger an MQTT publish, betause —

’

I FGSN) GKAA GKS aeadSy gAaft NBYIFIAY Ay (GKS a!fFN)Y hbé adl
than the threshold. No further MQTT messages will be published.

¢CKS a1l A3K whkiSé¢ S@OSyld GeLlS Aa NP dgp& bubitofelatsiofthd Sy G (2 K:
derivative2 ¥ G KS g @ST2NX¥P | 2SOSNE y23S GKIFIG GKSNB Aa y2 Sl
rate of change of a register happens to coincide with the selected Rate Threshold, timing jitter and/or process

noise may lead to multiple MQTT publishes due to repeated state transitions.

10.2.7 LOW RATE

Trigger when the enriched register value has changed at deagethara certain rate.

Note: a counter is always increasing. A drop in value is takenadl®waer. Therefore, for an 8 bit counter (range 0
255) a change in value from 254 to 253 is an increase oéd@88&ot a decrease of 1.

This event is only applicable to Input Registers and Holding Registers, not Discrete Inputs and Coils.
It is only ajplicable to numeric data types, and the counter data type:

Note: a counter is always increasing. A drop in value is taken as a rollover. Therefore, for an 8 bit counter-(range 0
255) a change in value from 254 to 253 is an increase od@850t adecrease of 1.
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ENUM Numeric STRING COUNTER

Low Rate

Table33. Low Rate Event
l'a F2NJ al A3K wkiSéxs ¢gKSy @2dz aSt SO0 GUKS a[2¢6 wlkiS¢ S@§
which represents theate of change per second:

Dashbeard = Devices = Manage Device = Seftings > Slave
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) F ;; 1 ;. D ;q
Push Rules Register 0 HR

Change: | 10 per second

Address Type Name Units  Event Payload Qo5 Retain MQTT Topic Default Topic
0 HR HR_D Low Rate Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
1 HR HR_1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 IR IR_O Mone Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -l
0 Cs Cs 0 Mone Default Exactly Once Test_RadkfSlave_1/Power_Meter 7 -l
0 Is I 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -

' NOTE: This rule is STATEFUMhen the Rate Threshold is crossed in either direction, an MQTT
° publish will be triggered. But if the rate of change remains below (or above) the threshold, no furt
messages will be publishetin MQTT publish will only occur on state transitions

Rate Crosses Threshold,

DECREASING
4

* Ty .

F 3
Rate Crosses Threshold,

INCREASING

The following rules are STATEFUL: High Threshold, Low Threshold, High Rate, Low Rate.

¢tKS F2tt26Ay3a SEFYLXS aK2é6a GKS alFYS NBIAAGSNI L&A 0STF2N)
per second:
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As expected, we get the complement of thaNB @A 2 dza NBadz & F2NJ 0KS al A3IK whk(iSe

CKS a[2¢ wliS¢ S@Syil GeLlS Aa NRdAKte& SldzAgltSyd G2 GKS
derivative2 T G KS g @ST2NNXP | 2SOSNE y23S GKIFIG GKSNEthd & y2 Sl
rate of change of a register happens to coincide with the selected Rate Threshold, timing jitter and/or process

noise may lead to multiple MQTT publishes due to repeated state transitions.

10.2.8 SCHEDULED

This event type allows you to specify an interval at which the data will be published on MQTT, and the time within
that interval when the publish will take place.,g.every hour and 17 minutes past the hour:

Dashbeard = Devices > Manage Device > Settings = Slave

Exit Editor
Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x)

| Push Rules | Register 0 HR

Every minute._.

minute
Addr{ hour }ne Units  Event Payload  QOS Retain  MQTT Topic Default Topic
day ; ;
Scheduled Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -

week

1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
month
year L0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 - s
0 Cs CS_ 0 Mone Default Exactly Once Test_RackfSlave_1/Power_Meter " -l
0 Is IS 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 - s

91



BB SMARTWORX

bowered by SmartSwarm 300 Series

110.2.9 GLOBAL READ

Trigger a publish wheany registerof the selectedlypehas been read (or written) by the Modbus master.

This event is applicable to any register type and any data. tygeea counter it returns the raw value of the
register, not the accumulated value.

Input Registers,

Holding Registers
ENUM Numeric STRING COUNTER

Read
Table34. Global Read Event

hiKSNBAAST GKA&A GNAIIASNI gAff 2LISNI OGS |1a LISNI GKS RSaONM

Address Type Name Units Event Payload QoS Retain MQTT Topic Default Topic

0 HR HR_D Global Read Default Exactly Once Test_Rack/Slave_1/Power_Meter v -

10.2.10 GLOBAL CHABRG

Trigger gublish when the value afny registerof the selectedl'ypechanges.

This event is applicable to any register type and any data type: For a counter it returns the raw value of the
register, not the accumulated value.

Inputs, Input Registers,
Coils Holding Registers
ENUM Numeric STRING COUNTER

Change

Table35. Global Change Event

Note that when a global filter is enabled, it is not possible to disable that filter for individual elements.

|' Global filters have the potential to generate a large number of MQTT publishes and should be §
* unless you are sure that this is what you intend.
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10.3 PAYLOADS (WHAT)

For every event type, you can decide WHAT to publish when that event happens.

Payload Description

Default Only the register that triggered the event will be published.
Slave All registers on this slave will be published.

HR All Holding registers on this slave will be published.

IR All Input registers on this slave will bablished.

IS All Discrete Input registers on this slave will be published.
CS All Coils on this slave will be published.

Range Registers within a range will be published.

Table36. Payload options

¢ KS &a5STI dzf soietids éohtairt nidore @anyone register. In the case of a Global Read or Global
Change rule, a single Modbus transaction may read or write more than one register. Every register that meets the
Read or Change criteria will be published.

Not all payload dections are available for all event types, as the following table explains.

Event Default Slave HR IR IS CS Range
Read "H

Change "H

Delta "H "H "H "H "H H H
High Threshold "H "H "H "H "H H H
Low Threshold "H "H "H "H "H H H
High Rate "H "H "H "H H H H
LowRate "H "H "H "H "H H H
Scheduled "H "H "H "H H H H
Global Read "H

Global Change "H

Table37. Event / Payload matrix

|' A payload will only be published if there has been actual data observed Motttusnetwork for
. GKS RSFAYSR LI e&t2FIR dellSd LYy 20KSNJ g2NRaz
20aSNWBSR aydzyyol t dzS¢ 6aSS LIk et2FrR SEI YLX Sa
Ly GKS OFrasS 2F GKS GRSTFrdzZ ¢ LI &t 2 R ede SNB
trigger.
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|10.3.1 PAYLOAD EXAMEFS

10.3.1.1 THE DEFAURAYLOAD

Threshald: | 100 v Hysterasis: | 2 .

Address Type Name Units Event Payload QO35 Retain  MQTT Topic Default Topic

1 HR HR_1 DegC  High Threshald Default Exactly Once — Test_Rack/Slave_1 Power_Mater -

With this rule, if the enriched value of Register 1 goes above 100 the payload for register 1 will be published.
The published payload data will be.json format.

For this HR example, the actual enriched register value within the data payload will be in
model.state.HR.0.num_value (see the publishedSONchema below).

A sample of payload published from this rule might look like this:

{
"model": {
"state": {
"HR™ [{
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name™: "HR_1",
"min™; 0,
"address_offset": 0,
"max": 100,
"zero_value": 0,
"num_value ": 101.000000,
"scaling™: 1,
"alias": "Water Temperature",
" state": "VALIDATED",
"var_pct": 16.000000,
"at™: "2016 -07-14T719:29:22.089Z",
"address": 1,
"units": "Deg C",
"new_value": true,
"new_read": true

1

"meta"; {
"description": "Slave_1",
"value_byte_order": "SNo",
"name": "Power_Meter",
"installation_date": "14 \ /07 \ /2016",
"location": "Test_Rack",
"address": {
"DEVID": "6500004",
"PORTID": 1,
"SLAVEID": 10,
"SWMID": 0
}

"

manufacturer”: "NA"
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}
b
"type": "ModbusSlave",
"id":"10_HR  _1_HI"

110.3.1.2 THE HR PAYAD

Threshold: | 100 v Hysteresis: | 10 b
Address Type Mame  Units Event Fayload Qos Retain ~ MQTT Topic Default Topic
1 HR HR_1 Dag C High Threshald HR Exactly Onca — Test_Rack/Slave_1/Power_Meter 7 -

With this rule, if the enriched value of Register 1 goes aboveali®payload data for all Holding registers will be
published. The num_valua the payload for each of the holdinggisters will be the actual value last seen by the
SmartSwarm device on thdodbusnetwork.

If there has not been any actual data seenModbusfor a HR register it will not appear in the payload.

The publishedlata will be injson format.

A sample of payload published from this rule (assuming there are 3 Holding Registers for this Slave), might look like

this:
{
"model": {
"state": {
"HR: [{
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name™: "HR_1",
"min": O,
"address_offset": 0,
"max": 100,
"zero_value": 0,
"num_value ": 103.000000,
"scaling™: 1,
"alias": "Water Temperature",
"state": "VALIDATED",
"var_pct": 17.000000,
"at": "2016 -07-14T17:3 8:32.721Z",
"address": 1,
"units": "Deg C",
"new_value": true,
"new_read": true
hA
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name": "HR_2",
"min": - 10,
"address_offset": 0,
"max": 40,
"zero_value "0,
" num_value ": 61.000000,
"scaling™: 1,

"alias": "Air Temperature",
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"state": "VALIDATED",

"var_pct": 2.000000,

"at": "2016 -07-14T17:38:32.7217",
"address": 2,

"units": "Deg C",

"new_value": true,

"new_read": true

hA
published_on": "HI \ /ON",

"value_from": "RESPONSE",

"name": "HR_3",

"min": O,
"address_offset": 0,
"max": 90,

"zero_value"; 0,
"num_value ": 0.000000,
"scaling™ 1,

"alias": "Humidity",
"state": "VALIDATED",
"var_pct": 0,

"at": "2016 -07-14T17:38:32.7212",
"address": 3,

"units": "%",

"new_value": false,
"new_read": true

1

"meta": {
"description": "Slave_1",
"value_byte_order": "SNo",
"name": "Power_Meter",
"installa tion_date": "14 \ /07 \ /2016",
"location": "Test_Rack",
"address": {
"DEVID": "6500004",
"PORTID": 1,
"SLAVEID": 10,
"SWMID": 0

}

"

manufacturer”: "NA"

}

}
"type": "ModbusSlave",
"id": "10_HR_1_HI"

10.3.1.3 THE SLAVRAYLOAD

Threshold: | 100 v/ Hysterssis: | 10
Address Type HName Units Event Payload  QOS Retain  MQTT Topic Default Topic
1 HR HR_1 Deg C High Threshaold Slave Exactly Once - Tast_RackSlave_1/Power_Meater - ol

by

With this rule, if the enriched value of Register 1 goes aboveallG8gisters from this Modbus slave will be
published.

The num_value in the payload for each of the registers will be the actual value last seen by the SmadSvi@m
on the Modbusnetwork.
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If there are no Input Registers, Discrete Inputs, or Coils defined for the slave, then there will bbgithars in the
publishedJSONlata schema to show where the data for those register values would be, if they existed.

If there has not been any actual data seenModbusfor a slave register it will not appear in the payload.

| SNBQa Fy SEFYLXS LI &f2rR: 6KSNB GKSNB NB 2yfa K2f RAY.

{
"model": {
"state": {
"Cs:[]
"HR": [{

"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name": "HR_1",
"min™:; 0,
"address_offset": 0,
"max": 100,
"zero_value": 0,
"num_value ": 113.000000,
"scaling™: 1,
"alias": "Water Temperature",
" state": "VALIDATED",
"var_pct": 31.000000,
"at": "2016 -07-14T19:36:29.1272",
"address": 1,
"units": "Deg C",
"new_value": true,
"new_read": true

hA
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name": "HR_2",
"min": - 10,
"address_offset": 0,
"max": 40,
"zero_value": 0,
"num_value ": 23104.000000,
"scaling™: 1,
"alias": "Air Temperature",
"state": "VALIDATED",
"var_pct": 0,
"at": "2016 -07-14T19:36:29.1272",
"address": 2,
"units": "Deg C",
"new_value": false,
"new_read": true

hAe
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name": "HR_3",
"min™: 0,
"address_offset": 0,
"max": 90,

"zero_value™ 0,
"num_value ";  0.000000,
"scaling™: 1,

"alias": "Humidity",

"state": "VALIDATED",
"var_pct": 0,

"at": "2016 -07-14T19:36:29.1272",
"address": 3,

"units": "%",

"new_value™: false,
"new_read": true
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1,
"1S ",
"IR™ [
h
"meta": {
"description": "Slave_1",
"value_byte_order": "SNo",
"name": "Power_Meter",
"installation_date": "14 \ /07 \ /2016",
"location": "Test_Rack",
"address": {
"DEVID": "6500004",
"PORTID": 1,
"SLAVEID": 10,
"SWMID": 0
}

manufacturer”: "NA"

}

' pe": "ModbusSlave",
"id": "10_HR_1_HI"

}

I

}

| SNBQa |y SEFYLXS LI et2FR 6KSy GKSNB INB | 2f RAya wS3IAa
observed) for the slave. In this example, there is 1 Gdilplding Registers, 2 Inputs, and 2 Input Registers (one of
them is an ENUM, with 3 enumerated associated values):

{

"model": {

"published_on": "HI \ /OFF",
"name": "CoilExample",
"str_value": "OutsideBounds",
"num_value ": 0,

"value_from": "RESPONSE",

"alias": "This is a Coil Example",

"state": "VALIDATED",

"var_pct": 0,

"new_read": false,

"address": 1,

"new_value": false,

"at™: "2016 -07-15T15:11:00.373Z"
1,
"HR: [{

"value_from": "RESPONSE",

"published_on": "HI \ /OFF",

"name™: "HR_1",

"min": O,

"address_offset": 0,

"max": 100,

"zero_value": 0,

" num_value ": 89.000000,

"scaling™ 1,

"alias": "Water Temperature",

"state": "VALIDATED",

"var_pct": 17.000000,

"at": "2016 -07-15T15:16:51.4072",

"address": 1,

"units": "Deg C",

"new_value": true,

"new_read": true

"value_from": "RESPONSE",
"published_on": "HI \ /OFF",
"name": "HR_2",
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"value_from": "RESPONSE",
"alias": "This is a Coil Example",
"state": "VALIDATED",
"var_pct": 0,
"new_read": false,
"address": 1,
"new_value": false,
"at": "2016 -07-15T15:11:00.373Z"

1,
"HR": [{
"value_from": "RESPONSE ",
"published_on": "HI \ /OFF",
"name": "HR_1",
"min": O,
"address_offset": 0,
"max": 100,
"zero_value": 0,
"num_value ": 89.000000,
"scaling™: 1,
"alias": "Water Temperature",
"state": "VALIDATED",
"var_pct": 17.00 0000,
"at": "2016 -07-15T15:16:51.4072",
"address": 1,
"units": "Deg C",
"new_value": true,
"new_read": true
hA
"value_from": "RESPONSE",
"published_on": "HI \ /OFF",
"name": "HR_2",
"min": - 10,
"address_offset": 0,
"max": 40,
"zero_value": 0,
"num_value ": 115.000000,
"scaling™: 1,
"alias": "Air Temperature",
"state": "VALIDATED",
"var_pct": 8.000000,
"at": "2016 -07-15T15:16:51.4072",
"address": 2,
"units": "Deg C",
"new_ value": true,
"new_read": true
hAe
"value_from": "RESPONSE",
"published_on": "HI \ /OFF",
"name": "HR_3",
"min™; 0,
"address_offset": 0,
"max": 90,
"zero_value": 0,
"num_value ": 31147.000000,
"scaling™ 1,
" alias": "Humidity",
"state": "VALIDATED",
"var_pct": 86.000000,
"at": "2016 -07-15T15:16:51.4072",
"address": 3,
"units": "%",
"new_value": true,
"new_read": true
1,
"IS™[{
"published_on": "HI \ /OFF",
"name": "Inp ut Power Invertor",
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"str_value"; "On",

"num_value " 1,

"value_from": "RESPONSE",

"alias": "IPV",

"state": "VALIDATED",

"var_pct": 100,

"new_read": false,

"address": 6,

"new_value": false,

"at":  "2016 - 07- 15T15:12:37.350Z"
hA

"published_on": "HI \ /OFF",

"name": "Battery Status”,

"str_value"; "Good",

"num_value ": 0,

"value_from": "RESPONSE",

"alias": "BS",

"state": "VALIDATED",

"var_pct": 100.000000,

"new_read ": false,

"address": 7,

"new_value": false,

"at": "2016 -07-15T15:12:37.350Z"

"IR™[{

"published_on": "HI \ /OFF",

"name": "Num Battery Inputs",

"address_offset": 0,

"num_value ": 13,

"value_from": "RESPONSE",

"alias": "Ba tt_Inputs”,

"state": "VALIDATED",

"var_pct": 18.000000,

"new_read": false,

"address": 55,

"new_value": false,

"at": "2016 -07-15T15:14:37.395Z"
hAe

"published_on": "HI \ /OFF",

"name”: "Num Battery Outputs",

"address_of fset": 4,

"num_value ": 2,

"value_from": "RESPONSE",

"alias": "Batt_Outputs",

"state": "VALIDATED",

"var_pct": 0,

"new_read": false,

"address": 55,

"new_value": false,

"at": "2016 -07-15T15:14:37.3952"
hAe

" published_on": "HI \ /OFF",

"name": "Num Indicator Outputs",

"address_offset": 8,

"num_value ": 0,

"value_from": "RESPONSE",

"alias": "Indicator_Outputs"”,

"state": "VALIDATED",

"var_pct": 0,

"new_read": false,

"address": 55 ,

"new_value": false,

"at": "2016 -07-15T15:14:37.3952"
hA

"value_from": "RESPONSE",

"published_on": "HI \ /OFF",

"name": "Operating Frequency",

"address_offset": 0,
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"zero_value"; 0,
"num_value ": 1491.000000,
"scaling" :1,
"alias": "OpFreq",
"state": "VALIDATED",
"var_pct": 69.000000,
"new_read": false,
"address": 60,
"new_value": false,
"at": "2016 -07-15T15:14:37.395Z"
1
}

"meta": {
"description": "Slave_1",
"value_byte_order " "SNo",
"name": "Power_ "installation_date™: "14 \ /07 \ /2016",
"location": "Test_Rack",
"address": {
"DEVID": "6500004",
"PORTID™ 1,
"SLAVEID": 10,
"SWMID": 0
h
"manufacturer": "NA"

}

pe": "ModbusSlave",
"id": "1 0_HR_1 HI"

}

"

10.3.1.4 THE RANGBEY.OAD

Threshold: | 100 +/| Hysterasis: | 10

3

Range: 2 " 3 v

Address Types Name Units Event Fayload QOS5 Retain  MQTT Topic Default Topic

1 HR HR_1 Deg C High Threshald Range Exactly Onca — Test_Rack/Slave_1/Power_Meter =

With this rule, if the value of Register 1 goes above 100 the data for the registers between address 2 and 3 will be
published.

If there has not been any actual data seenModbusfor a register in this range it will not appear in the payload.

The num_value in the payload for each of the holdiegisters in this range will be the actual value last seen by
the SmartSwarm device on tidodbusnetwork.

{
"model": {
"state": {
"HR: [{
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name": "HR_2",
"min": - 10,
"address_offset": 0,
"max": 40,

"zero_value™: 0,
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"num_value ": 1762.000000,
"scaling": 1,
"alias": "Air Temperature"”,
"stat e": "VALIDATED",
"var_pct": 0,
"at": "2016 -07-14T19:41:04.1092",
"address ": 2,
"units": "Deg C",
"new_value": false,
"new_read": true
hA
"value_from": "RESPONSE",
"published_on": "HI \ /ON",
"name": "HR_3",
"min": 0,
"address_offset": 0,
Meter",
"max": 90,
"zero_value"; 0,
"num_value ": 0.000000,
"scaling™ 1,
"alias": "Humidity",
"state": "VALIDATED",
"var_pct": 0,
"at": "2016 -07-14T19:41:04.1092",
"address ": 3,
"units": "%" ,
"new_value": false,
"new_read": true
1l
}

"meta": {
"description": "Slave_1",
"value_byte_order": "SNo",
"name": "Power_Meter",
"installation_date": "14 \ /07 \ /2016",
"location": "Test_Rack",
"address": {
"DEVID": "6500004",
"PORTID": 1,
"SLAVEID": 10,
"SWMID": 0

}

"

manufacturer”: "NA"

}

’ pe": "ModbusSlave",
"id": "10_HR_1_HI"

}

"

10.4 TOPICS (HOW)

After we havedecidedwhat data we want to publish we can choose a topic on which to publish this data. Clients
can then subscribe to this topic in order to see the data.

Two independent topic spaces can be supported simultaneously.
The custom MQTT Topic space is completehfigurable. Use topic strings that make sense for your
applicationspecific MQTT clients and data consumers.
The Default Topic space is fixed. It uses a-@afihed hierarchy which can be mined for data in an
applicationindependent way.
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For every individual rule, the custom MQTT Topic, the Default Topic, or both, may be disabled.

' If you are using cellular for the uplink MQTT connection, you are probably limited by bandwidth
- and/or monthly data usage. The defabkhaviorof the Smart®&arm 351 is for every Rule to publish
on both the custom topic and the default topic. You need to profile the cost of these publishes,
selectively enable only those that are required for your use case.

10.4.1 CUSTOM TOPSCACE

Foreveryruleint dawdzZ S& FyR ¢2LIA0&aé¢ Gl o3 distoRizableAngstringénayldd O¢ FA St
entered. A forward slash will indicate a new level in the topic hierarchy.

For any newlcreated rule, the MQTTopic is preilled with strings from the Meta tab for that slave, in the order:
<Location>/<Description>/<Name>

For example, given the following slave meta data:

@ Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) Rules and Topics

Description Install Date Location Manufacturer Name Product Code Byte Order Version

Slave 1 Test Rack Power Meter Mo Swap

X GKS avee ¢2LIAO aGNRARy3I gAtf 0SS acSadywlOlk{flIdSymkt 24
Dashboard > Devices > Manage Device > Settings = Slave

Meta Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers (4x) F ; :, ;q

Push Rules Register 0 HR

Address Type Name Units Event Payload QOS Retain MQTT Topic Default Topic
0 HR HR_O None HR Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
1 HR HR_1 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -
0 IR IR_O None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -l
0 Cs CS 0 None Default Exactly Once Test_Rack/Slave_1/Power_Meter 7 -l

015 15 0 None Default Exactly Once ve_1/Power_Meter 7 =

Notes:
Any spaces in the Meta data fields will be replaced by underscores in the topic string;
Forward slashes may be used in the Meta data fields to automatically introduce more levels in the topic
space hierarchy.
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If the slave Meta data is changed at some paintime the MQTT Topic string will NOT be automatically
updated for any existing rules. This is to prevent problems for any MQTT clients which may have already
been configured to subscribe to the old topic string.

The prefilled MQTT Topic field can be oweitten by the user at any time.

For every individual rule, MQTT publishes on the custom topic can be disabled by specifying an empty string in the
Gavee ¢2LIA0OE FASERO®

10.4.2 DEFAULT TORBEBACE

For every individual rule, MQPOblishes on the default topic can be disabled byticking the checkbox for
G5SFldzf G ¢2LAOE O

The default topic string islwaysof the form:
<Swarm_ID>/<Device_ID>/<Port_ID>/<Slave_ID>/<RegisterType>/<Event>

C2NJ SEF YLX 8§ | (& i k Mike A1 Ow k&{(/NIVY' 3! [ALAb Dhéndk T

Swarm_ID lfglea WYnQ FT2NJ RSOAO0OSE oKAOK NB y2i
Device_ID The serial number of the device, as printed on the hardware label.

LT GKS a45S@OA0S L5¢ Ay -Q1XIHMNInT 2o =1 dek Sly
FAStR A& 2dzad GKS fFad v RAIAGAY dcHnN

Port_ID 0 =RS8232

1 =R$485
Slave_ID The address of the Modbus Slave which is providing the payload information.
RegisterType CS: Call

IS: Discrete Input

IR: Input Register

HR: Holding Register

Event All Discrete Input registers on this slave will be published.
wSFRY aw9! 5¢

/| KFy3aSy a/ 1! bD9¢
5StdlY a59[ ¢! ¢

Il AAK ¢KNBakKz2fRY al
[26 C¢CKNBakKz2fRY af[ h
I A3K wlkdg8¥ aw! ¢9
[26 wlOifHWMéEaw! ¢9

{ OKSRdzZf SRY a{/ 195! [ LbD¢
Dt 20l t wSIFRY Gw9! 5¢

Dt 261t /KFy3aSY &/ 1! bD9¢

L¢
£

Table38. The Default Topic

One extra field is appended to the default topic string in certain situations:
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Ifthe Eventisoneofthf ¢! ¢ 9C! [ GeéeLlSaxz GKSy | { i} ( @.e Bdréven oftype ah CCé
High Threshold, Low Threshold, High Rate, Low Rate.

Because the default topic string can NOT be changed by the user, you can rely on the topic space hierarchy to be
consistent across all devicesdaves, and rules. For example:

To subscribe to: Use this topic string:

All messages from device 7000000 0/7000000/#
PEE alfFNYe FOGADEGA2Y A 0/7000000/+/+/+/ON
Table39. Default Topic example

210.4.2.1 PAYLOAD F®RT FOR DEFAULT TO®|

Publishes on the default topic space differ from publishes on the custom topic space in two important respects:
1) Publishes on the default topic space are aWaERIALIZEDthe register level(i.e. If the Payload
selection is more than one register, then there will be one MQTT message published on the custom topic,
but multiple MQTT messages published on the default tppic.
2) Every publish on the default topic space isd€LI YA SR o0& | y2iKSNJ YSaalras 02yl
the slave. (If the publish involves multiple registers, there is still only one meta message.)

210.4.2.2 META MESSES

The meta message is automatically published on the topic string:
<Swarm_I|D>/<Device_ID>/<Port_ID>/<Slave_|D>/meta
¢KS LI eft2IR O2yilAya GKS AYyTF2NXIGA2Y FTNRY GKS aaSalé G

For example, given the following Slave information:

Svarrworx  Device ID: 203-01-6200799 Slave 1: RS485 Help Log of

Hello, admin

Dashboard Devices ~ Users ~ Technology Providers Configuration Profiles Manufacturing ~ Password ~ Contact

Dashboard > Devices > Manage Device > Settings > Slave

m Push to Device Exit Editor

@ Inputs (1x) Coils (0x) Input Registers (3x) Holding Registers {4x) Rules and Topics

Description Install Date Location Manufacturer Name Product Code Byte Order Version

Warehouse heaters 29 Mar 2016 Test Rack Carlo Gavazzi EM24 EM24.DIN.AVI.3XISX Swap Words only 1.0
X GKS YSGF YSaaras egatt €221 tA1S GKAAY

"0/6200799/1/1/meta": {

"address": {
"DEVID": "6200799",
"PORTID": 1,
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"SLAVEID": 1,
"SWMID": 0

"description": "Warehouse heaters",

"installation_date": "29/03/2016",

"location": "Test Rack",

"manufacturer”: "Carlo Gavazzi",

"name": "EM24",

"product_code™: " EMZ24.DIN.AV9.3.X.IS.X
value_byte order": "SWord",

"version": "1.0"

}
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11. VERIFY YOUR DATIBOW

In order to verify your data flow, we recommend that you verify each step below.

‘ What to verify

SmartSwarm 300 Series

Step Reference
1 Verify your physical connection to tidodbusbus. Section 4.5
Appendix 3
2 Verifythat your SmartSwarndevice has a secure connection to Section 4.3 and 4.4
SmartWorx Hub.
Section 5.1t0 5.4
A secure connection to SmartWorx Hub exists if the USR LED, on theg
panel of the SmartSwarm device, is ON (yellow). Appendix3
3 Verifythat your Modbusinterface is configured to the correct settings. | Section 7
The settings you select must match those of the Modbus Master.
Appendix 3
4 Verifythat your MQTT interface is configured to the correct settings. T| Section 8
settings you select must match those of thiEQTT broker you wish to
publish to. Appendix 6
We recommend that you use nesecure settings until you have verified
connectivity Thenenable a fully secure connection.
(e.g. Initially, get some testata published on a public MQTT broker,
without enabling TL® secure the transport layer.)
Once you have verified your data flow using reatured sample data, w:
recommend that you secure your entire data flow.
5 Verify your Slave enrichment. Section 9
6 Verify that you have configured the Event Rules correctly. Data will or] Section 10 (Events
be published in accordance with the Event Rules that you have enabl{ WHEN)
Appendix 3
7 Verify that the data you will publish is the data you intend to jsibl Section 10 (Payloads
WHAT)
Appendix 3
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8 Verify the MQTT Topic that your events will be published on. Section 10 (Topics
HOW)

Appendix 3

Table40. Verify your Data Flow
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12. OTHER DOCUMENTATION

SmartSwarm 300 Series

Document Title Where?

Modbus Serial Line Protocol and http://www.modbus.org/docs/Modbus _over _serial line V1 02.pdf

Implementation Guide

MQTT and the NIST Cybersecur| http://docs.oasisopen.org/mqtt/mqtt-nist-cybersecurity

Framework

SmartWorx Hub User Manual https://hub.bb-smartworx.com/Login/Help?HelpFile=bbdms_help.pdf

OpenVPN documentation https://openvpn.net/index.php/open

source/documentation/howto.html#client

Table41. Other Documentation

13. APPENDIX 1HARDWARE RANGS

13.1 ENVIRONMENTAL

loT Gateway SmartSwarm 300

Temperature range Operating -40 to +75 deg.C
Storage -40 to +85 deg.C
Cold start -35deg. C Data transfers via mobile network are available
immediatelyO
-40 deg. C Data transfers via mobile netwoee available
approximately in five minutes after the start of the
device. Everything else is functional immediately.
Humidity Operating 0 to 95 % relative humidity non condensing
Storage 0 to 95 % relative humidity non condensing
Altitude Operating 2000 m / 70 kPa
Degree of protection P42
Supply voltage 10to 60 V DC
Consumption Idle 25W
Average PedR 4w
11w
Dimensions 55x97x125 mm (DIN 35 mm)
Weight Approximately 400 g (depends on interface)

109


http://www.modbus.org/docs/Modbus_over_serial_line_V1_02.pdf
http://docs.oasis-open.org/mqtt/mqtt-nist-cybersecurity/v1.0/mqtt-nist-cybersecurity-v1.0.html
http://docs.oasis-open.org/mqtt/mqtt-nist-cybersecurity/v1.0/mqtt-nist-cybersecurity-v1.0.html
http://docs.oasis-open.org/mqtt/mqtt-nist-cybersecurity
https://hub.bb-smartworx.com/Login/Help?HelpFile=bbdms_help.pdf
https://openvpn.net/index.php/open-source/documentation/howto.html#client
https://openvpn.net/index.php/open-source/documentation/howto.html#client

BB SMARTWORX

A A D\ANTECH

SmartSwarm 300 Series

Antenna connectors 2 X SMA; 50 Ohm
Userinterface 2x ETH Ethernet (10/100 Mbit/s)
USB USB 2.0(not currently supported)
I/O 6-pin panel socket (not currently supported)
R$485 4 pin panel socket
RS232 5 pin panel socket
Table42. Environmental
13.2 TYPHESTS
Table43Type Tests
Phenomena | Test Description Test Levels
ESD EN 610061-2 Enclosure contact | + 6 kV (crit. A)
Enclosure air + 8 kV (crit. A)
RF field AM IEC 61004-3 Enclosure 20 V/m (crit. A) (8@ 2700 MHz)
modulated
Fast transient EN 610084-4 Signal ports + 2 kV (crit. A)
Power ports + 2 kV (crit. A)
Ethernet ports + 2 kV (crit. A)
Surge EN 610084-5 Ethernet ports + 2 kV (crit. B), shielded cable
Power ports + 0,5 kV (crit. B)
I/O ports +1kV,LtoL(crit. A)
+2kV,LtoGND(crit. A)
RF conducted EN 6100641-6 All ports 10V/m (crit. A)
(0,15¢ 80 MHz)
Radiated EN 55022 Enclosure Class B
emission
Conducted EN 55022 DC power ports Class B
emission Ethernet ports Class B
Power frequency| EN 610084-8 Enclosure 160 A/m (crit. A)
magnetic field
Dry heat EN 60068-2 b1 p 40 % r&l. humidity
Cold EN 6006&-1 -nn /
Dump heat EN 600682-78 |[dp 22 NBf ® KdzYARAGE dobnn /0

Table44. Type Tests

13.3CELLULAR MODULE
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LTE parameters Bitrate 100 Mbps (DL) / 50 Mbps (l@L)

3GPP rel. 8 standa@l

Supported bandwidths: 5 MHz, 10 MHz, 20 MHz
Supported frequencies: 800 / 900 / 1800 / 2100 / 2600 MHz

HSPA+ Bit rate 21,1 Mbps (DL) / 5,76 Mbps (UL)
parameters 3GPP rel. 7 standa@l

UECAT. 1t0 6, 8, 10, 12, @GPP data compression
Supported frequencies: 900 / 2100 MHz

UMTS parameters | PS bit rate 384 kbps (DL) / 384 kbps (UL)
CS bit rate 64 kbps (DL) / 64 kbps (UL)
W-CDMA FDD standatd

Supported frequencies: 900 / 2100 MHz

GPRS/EDGE Bit rate 237 kbps (DL) / 59,2 kbps (UL)
parameters GPRS multislot class 10, CS 1 to 4

EDGE multislot class 12, CS 1to 4, MCS 1to 9
Supported frequencies: 900 / 1800 / 1900 MHz

Supported EGSM 900: Class 4 (33 dBm)
GPRS/EDGE GSM 1800/1900: Class 1 (30 dBm)
power classes EDGE 900: Class E2 (27 dBm)

EDGE 1800/1900: Class E2 (26 dBm)

Table45. Cellular Module

13.4 OTHER TECHNIG¥RAMETERS

Other technical parameters

CPU power 2 DMIPS per MHz
Flash memory 256 MB
RAM 512 MB
M-RAM 128 kB

Table46. Technical Parameters
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14.1 CONFIGURABLEMS

For every SmartSwarm device, there are some general settings and options that are available to you.

ADMANTECH Ertﬁn‘rwoﬁx Manage Device

Hello, pconway@ady

Dashboard Devices * Users ~  Technology Providers  Configuration Profiles  Password ~  Contact

Dashbeoard > Devices > Manage Device

Device ID 203-01-6500003

Name PaulC Factory Systems \
. »
SmaprSwarm o

[

Tt 6 6 6 =

Status Operational = m - : P ' P
c o= ] R -
» +

Firmware 0.4.9 i

DeviceType  5G30300322-51

Online |
Cancel Push Firmware Histoddepgrade Apps
Manage Apps
Remove Selected
Name Tag Type Version Help Added
= Modbus2MQTT Modbus2MQTT Application 0.4.9 Help 5/24/2016 11:39:29 AM

14.1.1SETTINGS

The Network settings enable you to configure the operation of the ETH ports and the Cellular interface of your
device.

By default, ETHO has a static IP address of 192.168.1.1.

By default, ETHO runs a DHCP server, which will serves addt@Bs to a connecting device. This means that you
should configure your desktop/laptop to take an IP address automatically when you connect it to ETHO of the
SmartSwarm device.

There is a local weberver, for local configuration purposes, served a8 (http://192.168.1.1).
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We recommend that you do not change the ETHO default settings.
By default, ETH1 runs as a DHCP client.

By default, the cellular interface is not configureBut note that you may have previously configured the Cellular
Interface locally on your device.

Changing network settings from SmartWorx Hub can result in breaking the working secure con
your device has to SmartWorx Hub.

Please ensure you are applying appropriate network settings to your device, or thatweoa ha
contingency plan (e.g. local device access is available) in the event that you unintentionally cau
secure connection to drop.

IOl S22 --worx  Settings Help Log off

Hello, pconway@advantech-bb.com
Dashboard Devices ~ Users ~ Technology Providers Configuration Profiles Password ~ Contact

Dashboard > Devices > Manage Device > Settings

Network Device Settings
DHCP
OpenVPN Device Name PaulC Factory Systems
NTPClient Cancel Apply changes
* Required Field
Advanced Settings +
ETHO (LAN) -
Protocol: Static B
IP Address: 192.168.1.1
Network Mask: 255.255.255.0
Gateway :
DNS Server(s) :
ETH1 (WAN) -
Cellular o
14.1.2 DHCP

The DHCP settings apply only to the DHCP server that runs on ETHO.
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At the time of writing, it is not possible to turn off the DHCP server that runs on ETHO. Please b
careful not to connect ETHO of the device into a LAN port that is also serving DHCP addresses

14.1.3 OPENVPN

You may configure up to 2 OpenVRIXnels to run on your device.

This may be usefifl you needthe ability to reach the localeb-server on the device remotely, for example.

PO S 2 rworx  Settings Help Log off

Hello, pconway@advantech-bb.com
Dashboard Devices ~ Users ~  Technology Providers  Configuration Profiles Password ¥  Contact
Dashboard > Devices > Manage Device > Settings
Network Device Settings

N
OpenVPN Device Name PaulG Factory Systems

TS Cancel Apply changes
* Required Field

Advanced Settings +
VPN Tunnel 1 =
Enable Tunnel: v
Protocol: TCP s
VPN Server(IP Port): 148.251.6.41 1194
Local Port: 1194
Verbosity: 3 N
Use LZ0 Compression: Yes s
Client Mode: v
CA Certificate =

Client Certificate -

Key -

VPN Tunnel 2 -

The user interface enables you to configure an OpenVPN tunnel to an OpenVPN server.
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Before you begin to use an OpenVPN service, we recommend that you are familiar with the OpenVPN
documentation, which is available here:

https://openvpn.net/index.php/opensource/documentation/howto.html#client

OpenVPN

Enable Tunnel Enable or Disable this tunnel interface.
Disabled by default.

Protocol UDP or TCP (TCP is default)

VPN Server (IP Port) The IP Address of the OpenVPN Seraed, the port the
Server is listening on.

This must be entered as a single string, like in this exampl¢
148.251.6.41 1194

Local Port The local Port the device will (optionally) use to bind to the
OpenVPN service on the server

Verbosity Enable the debugnessage level you want on your Device.
The bigger the number, the more debug messages are wri
into the OpenVPN message log.

We recommendhat you use 0 here.

LZO Compression Enable or Disable compression on the OpenVPN edienter
connection.

If compression is enabled on the server it must also be
enabled on the device.

Enabled by default.

Client Mode Enabled or Disabled.
Enabled by default.
Must be enabled if the Tunnel is enabled.

CA Certificate ¢ KS / SNI A F A Oderiifita®eywhith dziis&dXdNR
generate the Client Certificate from the Certification Reque
generated by the Private Key.

This must be the same CA certificate (or be in the cb&in
trust) that is used by the Server.

¢KS /1! /JSNIATFTAOIGS Aa (KS

Cient Certificate The Client Certificate is the certificate created by the CA fq
the Client (Device), from the Certificate Request that was 4
to the CA.

¢KS /fASYyd / SNIATAOIGS A&
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Key

The Private Key (for the Device) that is used to generate th
Certification Request.

The Certification Request is what you send to the Certifica
Authority.

Table47. OpenVPN fields

When OpenVPN feature is enabled, the Cli€ay, the Client Certificate, and the CA Certificate will be sent to the

Device.

When the OpenVPN feature is disabled, all of these items will be removed from the Device.

So how do you create your Key, how do you get your Client Certificate, and hpoudmow what the CA

certificate is?

You can generate your own private key (intended to be the Private Key of the Device).

ttSrasS O2yadzZ G a2LISyaaté R20dzySyidl A2y yR LI SIasS NBT!

| SNBQa |y SELI ¥kl Bivar Fey(Téasareimany GpNddthat you can apply heres S QNB  dza A y 3

one optionfor illustration purposes only)

$ openssl genrsa - out MyDevicePrivate.key 2048

B

2dz Y296 KI @S GKS avySeé¢ NBIjdzi NERO

Next, you need to generate a Certificate Sighinw Slj dzS8aid® | SNBQa +y SEI YLIX S

possible examples):

$ openssl req -new -sha256 - key MyDevicePrivate.key - out

CertificateRequest.csr

Country Name: <your 2 letter country code>

State or Province Name: <your province name>

Loc ality Name: <your location name>
Organization Name: <your organization
Organizational Unit Name: <your team name>

Common Name: <your domain name> (e.g. "devid6500003")

email: <your email>
Challenge password: <blank, press enter>

Optional company name: <blank, press enter>

¢KS 2dziLidzi FNRY (GKAA

Now, you must send this Certificate Signing Request to your Certificate Authority for signing.

The CA that signs this certificate must be the same CA, or in the-ahtrirst of the CA, that has signed the

{ SNBSNDR&a / SNIAFAOlIGS®

,2dz oAt f NBOSAOGS o O]

61 31 Ay
name>
481 dSy 0S8 Aa I FAES yIEYSR a/ SNIATA

82dzNJ AaA3IYySR OSNIAFAOIGS o6dKAA Aa
CA certificate (this is the CA Certificate that you require).
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|14.1.4 NTP CLIENT

You may specify up to 4 network time protocol servers for this Device.
JONNIEl S22 worx  Settings Help Log off

Hello, pconway@advantech-bb.com

Dashboard Devices ~ Users ~  Technology Providers  Configuration Profiles  Password ~  Contact

Dashboard = Devices > Manage Device > Settings

Network Device Settings

DHCP

OpenVPN Device Name PaulC Factory Systems
NTPClient Cancel Apply changes

* Required Field
Advanced Settings +

NTPClient

NTP Servers =
Server 1:
Server 2:
Server 3:

Server 4:

14.2 NONCONFIGURABLE ITEMS

14.2.1 FIREWALL

There is a buitin Firewall on your SmartSwarm\dee.

This firewall cannot be reonfigured by the user.

w

¢ K RSFlLdz &G CANBglff LRfAOE Aa G2 RNRBL Fff aGAyLdzié | yR

The following Firewall exception rules are then applied to the policy for incoramgests:

Interface DHCP server‘ ICMP (ping) ‘ HTTP SSH Forward to internet

ETHO H H H H
ETH1 "H "H "H "H
Cellular "H
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| Tunnel*

Table48. Firewall rules

Note that some Firewall exception rules will be appbedomatically dependinguponwhether you have
configured OpenVPNFor example, the *Tunnel interface will only exist when you have enabled an OpenVPN
tunnel.
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15. APPENDIX 3DIAGNOSTICS AND TREMESHOOTING

There is a local weberver interface on ETHO of the SmartSwarm device.
This interface is intended to be used for two purposes:
a) / 2y FAIdZNBE (GKS RSPGAOSQa 2dzio2dzyR 62! bv O02yySOGAGAGeR
b) Diagnosing and Troubleshiirag problems, in collaboration with the Advantech B+B SmartWorx technical
support team.

15.1 THHOCALWEBINTERFACE

There is an embedded wederver which provides a local interface on ETHO.
By default, ETHO of the device is configured with IP add@2468.1.1, subnet 255.255.255.0.

ETHO is configured as a DHCP server: This means that if you physically connect ETHO to your laptop/desktop the
device will automatically serve an IP address of 192.168.1.x to your laptop/desktop.

The local web interfee looks like this:

B SmartSwarm x

& c [ 192.168.1.1 Qs

ADMNTECH

Settings - Troubleshooting ~ Agents - Hub Client Cellular -~ Logs~ Debug Modbus

SmartSwarm Local WebServer

This page can be used to configure and diagnostic device's configuration

Below you can find some useful information

System Information

Firmware Version 0.4.9

Components Version 049

Serial Number 6500004

U-Boot Version U-Boot 2014.04 (Feb 12 2016 - 14:08:11)

Uptime 15:34:31 up 1 min, 0 users, load average: 7.97, 1.90, 0.63
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There are nine Tabs: Home; Settings; Troubleshooting; Agents; Hub Client; Cellular; Logs; Debug and Modbus

15.1.1 HOME

From the Home tab, you can see some important information about your SmartSwarm device:
Firmware Version
Components Version
Serial number
U-Boot Version
Device uptime, connected users, load average

15.1.2 SETTINGS

The Settings tab enables you to configure your connectivity ports:
Cellular
ETHO
ETH1

If you intend to use the Cellular inteda for your outbaind connectioryou must enter your APN and network
credentials here.

By default, ETHO will operate as a LAN interface only and ETH1 will expect to be served an address from a DHCP
server.

We assume that the DHCP server that serves this address wipraigide a route to the internet.
If this is not the case, you may need teaenfigure your ETH1 interface.

15.1.3 TROUBLESHORNGI

The Troubleshooting tab gives you the ability to see the actual internal device status of a number of key interfaces,
processes and settings.

This interface gives you a drgipwn list of commands that you can trigger, so that you can gather some
potentially valuable rurtime information In the case your device is not performing as you think it should.

2 KSy @2dz2QNB 42 NJ Ay 3 SmaktWdkdedhical suppoPenginiees, B&kmay dsk you for some of
the details that are available from this Tab

In most cases, you must select the command fromthe dRap 6y A & (i JExctKeS yo deh @2 i S W

This will execute the command on the device, and feedback the results to the browser window.
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w B SmartSwarm

L C 1 192.168.1.1

ADVANTECH

Home Settings ~ Agents~ Hub Client Cellular ~ Logs~ Debug Modbus
All .
Sockets Command !s h OOtl n g
Display kernel ring buffer (dmesg) ;ate dBViCQ'S Configuration.

Top Command
Interface Stat Command
CPU Usage

Firewall Status

Sockets Col  ring command
Restart Network

Execute Filesystem usage statistics (df command)

List Command

PS Command

Send AT Commands
Route Command
Memory Usage

Interface Config Command

Interface [ g ctho
-
eth@ Link encap:Ethernet HWaddr 0@:0A:14:84:4C:36
inet addr:192.168.1.1 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe8@::20a:14ff:fe84:4c36/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:l
RX packets:658 errors:@ dropped:@ overruns:@ frame:@
TX packets:1670@ errors:® dropped:@ overruns:@ carrier:@
collisions:® txqueuelen:1000

RX bytes:55312 (54.8 KiB) TX bytes:5587342 (5.3 MiB)
Interrupt:56

ethl Link encap:Ethernet HWaddr 0@:0A:14:84:4C:37
UP BROADCAST MULTICAST MTU:150@ Metric:1
RX packets:® errors:@ dropped:@ overruns:@® frame:@
TX packets:® errors:@ dropped:@ overruns:@ carrier:@
collisions:® txqueuelen:1000
RX bytes:® (8.0 B) TX bytes:@ (0.0 B)
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15.1.4 HUB CLIENT

Using this tab, you carhange the default SmartWorx Hub Server instance that your device connects.
By default, your device will connect to hub:blmartworx.com using https on port 443.

If, for example, you have a hesl instance of SmartWorx Hu,2 dz Ol y OK I y 3 fing8ta aahkcRS A 0Sa Q
your hosted instance instead.

15.1.5 CELLULAR

Use the Cellular tab to get some cellular integrity diagnostics from your device.

Using this tab you can get:
Signal Strength
System Information
Signal Information
Card Status

€ (& 192.168.1.1 Qs

ADMNTECH

Home Settings ~ Troubleshooting ~ Agents ~ Hub Client l Cellular ~ Loga~ Debug Modbus

Celli ¢

Signal Strength

Use this page to investigatd d  System Information /' fiy ration,
Signal Information

Card Status

ignal Strength
Execute

[/dev/cdc-wdm@] Successfully got signal strength
Current:
Network 'umts': '-82 dBm'

Other:
Network 'cdma-lxevdo': '-125 dBm'

RQSI:

Network 'umts': '-82 dBm'
*cdma-1xevdo '~

ECIO:
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|15.1.6 LOGS

The SmartSwarm device will keep debug message logs internally.

During the troubleshooting session it may be important to open the Logs taktoaialte a copy of the messages
from one of the debudogs available.

¢2 &4SS GKS f23a &2dz Ydzald GdNYy 2y aF2fft26¢ Y2RS | yR 9ESH

15.1.7 MODBUS

The Modbus Tab will draw a graph of the Modbus Slaves that this Device knows about.
This is a graphical representation of the Slave Maps currently residing on this device.

Note that this representation will include any Slave devices that were known on this device, even if they are not
currently active.
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